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Preface

Thank you for choosing Tenda! Please read this user guide before you start with AC18.

Commonly Used Functions

®  Quickly accessing the internet

®  Setting a WiFi name & password

®  Turning off WiFi signals as scheduled

®  Extending WiFi coverage

®  Controlling bandwidth

® Upgrading the router

Conventions

The typographical elements that may be found in this document are defined as follows.

Item

Cascading Menus
Parameter and value
Variable

Ul control

Message

Presentation Example

> System > Live Users

Bold Set User Name to Tom.

Italic Format: XX:XX: XX:XX:XX: XX

Bold On the Policy page, click the OK button.

“

The “Success” message appears.

The symbols that may be found in this document are defined as follows.

Symbol

Note

- Tip

Acronyms and Abbreviations

Acronym or
Abbreviation

AP
DDNS
DHCP
DLNA
DMz

DNS

Meaning

This format is used to highlight information of importance or
special interest. Ignoring this type of note may result in
ineffective configurations, loss of data or damage to device.

This format is used to highlight a procedure that will save time or
resources.

Full Spelling

Access Point

Dynamic Domain Name System
Dynamic Host Configuration Protocol
Digital Living Network Alliance
Demilitarized Zone

Domain Name System



Acronym or
Abbreviation

IPTV
ISP
L2TP
MPPE
PPP
PPPOE
PPTP
SSID
STB
URL
VLAN
VPN
WISP

WPS

Additional Information

Full Spelling

Internet Protocol Television
Internet Service Provider

Layer 2 Tunneling Protocol
Microsoft Point-to-Point Encryption
Point To Point Protocol
Point-to-Point Protocol over Ethernet
Point to Point Tunneling Protocol
Service Set Identifier

Set Top Box

Uniform Resource Locator

Virtual Local Area Network

Virtual Private Network

Wireless Internet Service Provider

WiFi Protected Setup

For more information, search this product model on our website at http://www.tendacn.com.



http://www.tendacn.com/
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Chapter 1 Get to Know Your Router

1.1 Overview

AC18 is a 1,900 Mbps 802.11ac dual-band
wireless router dedicated to villas and large
apartments. It is powered by a dual-core CPU
and DDR3 memory, which ensure faster and
more stable system operation. It is also
equipped with the Beamforming+ technology,
built-in independent PA/LNA signal transmission
enhancement module, and three external
high-gain omnidirectional antennas, featuring a
robust wall penetration capability that truly
achieves full dual-band WiFi coverage in villas
and large houses. This router supports
additional functions such as wireless repeating,
LED indicator control, WiFi scheduling, USB
device sharing, cloud management, and VPN server, making it an optimal choice of users who
require wide network coverage, strong wall penetration performance, and resource sharing.

1.2 Specifications

®  Five 1,000 Mbps RJ45 ports and one USB3.0 port
® 1 GB built-in NAND flash memory and 2 GB built-in DDR3 memory
® 3 external high-gain dual-band antennas with a coverage area up to 450 m”

®  Support for 2.4 GHz and 5 GHz frequency bands with a concurrent throughput of up to
1,900 Mbps

®  Support for WiFi and LED indicator schedules

®  Support for third-party firmware

®  Operating temperature: 0T~ 40<C

®  Operating humidity: 10%~90% (RH), no condensing

1.3 Packing List

® 1900 Mbps 802.11ac dual-band wireless router x 1
®  Power adapterx 1
®  CATSE Ethernet cable x 1

® |Install guidex 1



1.4 Appearance

1.4.1 LED Indicators

\

PWR WAN LAN WPS 2.4G 5G USB3.0 SYS
® ® & & 0 0 »

uUSB3.0port

States of LED indicators of the router that is powered on

LED Indicator
Name

PWR

WAN

LAN

WPS

2.4G

5G

LED Indicator
Description

Power indicator

Internet port
indicator

LAN port indicator

WPS indicator

2.4 GHz signal
indicator

5 GHz signal
indicator

State

Solid on

off

Solid on
Blinking
Off
Solid on
Blinking
Off

Solid on

Blinking

Off

Solid on

Blinking

off

Solid on

Blinking

State Description

The router has been powered on properly.

The router is not powered on or the power supply is
faulty.

The port is properly connected using an Ethernet cable.
The port is transmitting of receiving data.

The port is not connected or the connection is faulty.
The port is properly connected using an Ethernet cable.
A LAN port is connected.

The port is not connected or the connection is faulty.
WPS pairing is successful.

The router is performing WPS pairing with another
device.

WPS pairing is disabled or fails, or it has been over 2
minutes since WPS pairing succeeded.

The 2.4 GHz WiFi function is enabled.

The router is transmitting or receiving data over the 2.4
GHz WiFi network.

The 2.4 GHz WiFi function is disabled.
The 5 GHz WiFi function is enabled.

The router is transmitting or receiving data over the 5
GHz WiFi network.



LED Indicator LED Indicator

Name Description
usB3.0 USB port indicator
SYS System indicator

1.4.2 Button& Ports

State

Off

State Description

The 5 GHz WiFi function is disabled.

Solid on  The port has been connected to a USB device.

Blinking  The port is transmitting of receiving data.

off

The port is not connected to a USB device or a USB
device has been ejected.

Blinking  The system is working properly.

DC-IN Power WiFi On/Off WPS Reset Internet 1 2 3 4/IPTV

Description of buttons and ports

Button/Port

DC-IN

Power

WiFi On/Off

WPS

Reset

Internet

1,2,and 3

4/IPTV

Description

It is the power port to be connected to the power adapter included
in the package.

It is the button used to power on/off the router after the router is
connected to a power supply using the power adapter.

It is the button used to enable or disable the WiFi function.

It is the button used to perform WPS pairing between the router
and another device.

It is the button used to restore the factory settings of the router.

It is used to connect to an Ethernet cable with Internet
connectivity.

They are LAN ports that can be connected to devices using Ethernet
cables, such as computers, laptops, and switches.

Itis a LAN port by default. After the IPTV function of the router is
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Button/Port

usB

1.4.3 Label on the Bottom

Tenda

Description

enabled, it functions as an IPTV port for connecting to an STB or

smart TV.

It is a USB3.0 port located on the front panel of the router for
connecting to USB devices. To disconnect a USB device from the
USB port, click Eject on the router web Ul and remove the device,
instead of removing it directly. Do not connect two or more devices
to the USB port using a USB hub. Otherwise, the devices may be
damaged. You are not recommended to recharge the battery of
your phone using the USB port.

AC1900 Enhanced Smart Dual-band Gigabit WiFi Router

Mo \C18
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® (1) Default domain name and IP address of the router. You can use the domain name or

IP address to access the router web Ul.
(2) Default 2.4 GHz WiFi name (SSID) of the router.

(3) Default WiFi password of the router. It is required when you connect to the WiFi

network of the router for the first time.

(4) PIN that may be required by a wireless client, such as a smart phone, when the client

connected to the router using the WPS function.

1.4.4 Label on the Top

Your Preset Wireless settings

ALES NMakimrl NamaliCoim
vwWirl Netwo Name(ooi)

(1)

(2)

(1) Default 2.4 GHz WiFi name (SSID) of the router. The default 5 GHz WiFi name (SSID) is

Tenda_XXXXXX_5G.



(2) Default WiFi password of the router. It is required when you connect to the WiFi
network of the router for the first time.



Chapter 2 Quick Setup to Access the Internet

Step 1

Step 2

To access the internet, you need at least two steps:

Connect to your router.

Set up an internet connection.

—End

2.1 Connecting to Your Router

2.1.1 Connecting to Your Router Through WiFi

Step 1

Step 2

Step 3

I. Telephone line

RJ11 port
ADSL modem
Telephone

Ethernet cable:

line

1. Optic fiber

Optic port

]
Optic fiber

Il. Ethernet cable

IV. Cable TV

Coaxial port.

Coaxial cable

Cable TV modem

Ethernet cable

Ethernet cable

E—Ethernet cable

Perform the following procedure:

Connect the Internet port using any of the methods shown in the following figure depending
on your internet connection means.

Use the power adapter to connect the router to a power supply.

Use a wireless device, such as a smart phone or tablet, to search for the WiFi network by the
WiFi name of the router and connect to the WiFi network. You can find the default WiFi name
and password on the label on the top of the router. For details about how to connect to the
WiFi network, refer to the appendix.

After the wireless device is connected to the router, log in to the router web Ul on the wireless
device and configure an internet connection. For details, refer to Setting Up an Internet
Connection. After changing the WiFi name or password, you need to reconnect the wireless
device to the router.

For the default WiFi name and password,
see the label on the top of the router.

N
° [

@

Internet

Optic modem

OConnect the Internet port.



---End

2.1.2 Connecting to Your Router Using an Ethernet Cable

Perform the following procedure:

Step 1 Connect the Internet port using any of the methods shown in the following figure depending
on your internet connection means.

Step 2 Use the power adapter to connect the router to a power supply.

Step 3 Connect your computer to the 1, 2, 3, or 4/IPTV port of the router using an Ethernet cable.

After the computer is connected to the router, log in to the router web Ul on the computer
and configure an internet connection. For details, refer to Setting Up an Internet Connection.

I. Telephone line

Ri1Lport
ADSLmodem

g
Telephone line gEthernetcable:l

II. Optic fiber

Optic port
m HE e Opticmodem

L [ -
Optic fiber (—— Ethernet cablejzl

IIl. Ethernet cable

IV. Cable TV

(Coaxial port) & — Ethernet cables

Coaxial cable

Cable TV modem

---End

|

|

|
e Fthernetcable—J
|

|

|

—]

-

Internet

W
o ‘
Connect the Internet port.

|.£Ethernet cable=—=: L

AR RRRRIRY JL\,\D\

Computer

2.2 Setting Up an Internet Connection

Step 1 Start a web browser, type tendawifi.com or 192.168.0.1 in the address bar, and press Enter

on the keyboard.

Step 2 Click Start.

The router detects your connection type.



Tenda

Tenda Router

Quick Setup Wizard

Step 3 According to the detection result, configure related settings. For details about the connection
type—specific configuration procedures, refer to Setting Up an Internet Connection with
PPPoE, Setting Up an Internet Connection with DHCP, and Setting Up an Internet Connection
with a Static IP Address.

Please select your connection type.

Detection timed out. Please select your connection type manually.

Connection Type: | PPPoE v

PPPoOE
ISP User Name: | Dynamic IP Address
Static IP Address

Password: | Enter the password from your ISP.




---End

2.2.1 Setting Up an Internet Connection with PPPoE

Step 1 Select PPPOE, enter your PPPoE user name and password, and click Next.

Please select your connection type

As detected, your connection type may be: Static IP

Select a connection type: | PPPoE v
User name:

Password:

Step 2 Set a WiFi name and password, set a login password, and click Next.

Wireless Settings

!

= Tenda_ XXXXXX

12345678| No Password

Set up the login password to the same as the WIFi password

Mo Password

A Note

The WiFi password indicates the password for connecting to the WiFi network of the router. The login
password indicates the password for logging in to the router web Ul. To use the same password for both
purposes, select Set up the login password to the same as the WiFi password on the Wireless Settings
page of the quick setup wizard. Ensure that your password meets the complexity requirement.

Step 3 When the login page appears, use the password you set to log in.



Tenda

Login password

Forgot password? -

Step4 Go to the Internet Status page to view the current connection status.
If "Connected! You can surf the Internet." is displayed at Internet Settings, the internet is
accessible.
Tenda 2 Internet Status English = | Exit
& Internet Status

Wireless Settings

@ Internet Settings [Th 1 Attached Devices | Blacklist 0

2 4GHz: Tenda_12AT60
Internet / 5GHz: Tenda_12A760_5G

vork

% Sleeping Mode

B USB Application

& VPN

Internet Settings

USB Application

— 8

Mo USE drive

Connected! You can surf the
Internet

---End

2.2.2 Setting Up an Internet Connection with DHCP

Step1 Select DHCP and click Next.
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Please select your connection type
As detected, your connection type may be: Static IP

Select a connection type: | DHCP

Step 2 Enter a WiFi name, WiFi password, and login password, and click Next.

Wireless Settings

.|I'g,4 Transmit Power:Low v

3~32 characters [INo Password
[] Set up the login password to the same as the WiFi password

Login password(5~32 characters [[INo Password

A Note

The WiFi password indicates the password for connecting to the WiFi network of the router. The login
password indicates the password for logging in to the router web Ul. To use the same password for both
purposes, select Set up the login password to the same as the WiFi password on the Wireless Settings

page of the quick setup wizard. Ensure that your password meets the complexity requirement.

Step 3 When the login page appears, use the password you set to log in.
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Tenda

Login password

Forgot password? -

Step4 Go to the Internet Status page to view the current connection status. If "Connected! You can
surf the Internet." is displayed at Internet Settings, the internet is accessible.

Tenda 2 Internet Status English ~ | Exit

&
=a Internet Status Wireless Settings

@ Internet Settings [[Th 1 Attached Devices | Blacklist 0

2.4GHz: Tenda_12A760
= Wirele Internat 8GHz: Tenda_12A760_5G

§ Sleeping Mode

B USB Application

& VPN

Intenet Setting UsB licatio
t Settings Applicati
vanced Settings

ttings — 5

Connected! You can surf the
nternet

No USB drive

---End

2.2.3 Setting Up an Internet Connection with a Static IP Address

Step 1 Select Static IP, enter your static IP address and other related information, and click Next.
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Please select your connection type.

Detection timed out. Please select your connection type manually.

Connection Type: | Static IP Address v
IP Address:
Subnet Mask:
Default Gateway:
Primary DNS Server:

Secondary DNS Server:

Next

Step 2 Set a WiFi name and password, set a login password, and click Next.

Wireless Settings

.|||2.4 Transmit Power:Low v

. .\])

[LINo Password

L] Set up the login password to the same as the WiFi password

[_INo Password

A Note

The WiFi password indicates the password for connecting to the WiFi network of the router. The login
password indicates the password for logging in to the router web Ul. To use the same password for both
purposes, select Set up the login password to the same as the WiFi password on the Wireless Settings
page of the quick setup wizard. Ensure that your password meets the complexity requirement.

Step 3 When the login page appears, use the password you set to log in.
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Tenda

Login password

Forgot password? -

Step 4 Go to the Internet Status page to view the current connection status. If "Connected! You can
surf the Internet." is displayed at Internet Settings, the internet is accessible.

Tenda 2 Internet Status English + | Exit
& Internet Status

Wireless Settings

@ Internet Settings [ Th 1 Attached Devices | Blacklist 0

24GHz: Tenda_12AT60

Internet 8GHz: Tenda_12A760_5G

% Sleeping Mode

B usB Application

& VPN
Intemet Settings

USE Application
nced Seftings

No USB drive

A Note

e |f the internet is inaccessible after the preceding steps, refer to FAQ 5 in Appendix I.3.

® For the detailed procedure for connecting to your router through WiFi, refer to Appendix 1.

e |f you change the WiFi password of the router when setting up an internet connection, all the
wireless connections of the router are disconnected. You can access the internet only after
reconnecting to the router using the new password.

---End

To enable the router to provide more stable WiFi signals and cover a wider area, position your
router as follows:

®  Putit on a high place at the center of your house.
Keep it close to your wireless devices, such as mobile phones and laptops.

®  Putit at a place with good ventilation. Unfold its antennas by 45< Do not put itin an
enclosure, such as a wire distribution box, shoes cabinet, or metal box.

-14 -



Keep it away from electrical devices, such as ceiling fans and microwave ovens.
Keep it away from metal surfaces, such as metal doors or aluminum nails.

Keep it away from other materials that may affect your wireless signals, such as glass,
mirrors, and fish tanks.

7 SIS =
Away from (== =

el |

-15-



Chapter 3 Functions

This chapter describes how to configure the functions of this router.

3.1 Internet Status

Log in to the router web Ul and access the Internet Status page. On this page, you can view
the network status of the router, set basic WiFi information, add blacklisted devices, and so
on.

Tenda 2 Internet Status English ~ | Exit

& Internet Status Wireless Settings

@ Internet Settings [Th 1 Attached Devices | Blacklist 0

2 4GHz: Tenda_12AT60

= Wirele ngs Internet 5GHz: Tenda_12A760_5G

@ Guest Network

® Sleeping Mode T

B USB Application

§ VPN

Intermnet Settings

USB Application

— B

Connected! You can surf the Mo USE drive

%, Advanced Setftings

n Settings

3.1.1 Current Internet Connection Status

The current internet connection status and Internet Settings are displayed on the lower part
of the Internet Status page. If "Connected! You can surf the Internet." is displayed, you can
access the internet through the router. If another message is displayed, follow the onscreen
instruction to resolve the issue. You can click Internet Settings on this page and configure
internet settings.
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Tenda 2 Internet Status

English - | Exit

&
= Internet Status Wireless Settings

@ Internet 5 gs [T 1 Attached Devices | Blacklist 0

Internet

Sleeping Mode

ication

Internet Settings

Connected! You can surf the
Internet

Internet Settings

Select a connection type: DHCP T
DNS Settings: | Static IP
PPPOE

Connection Status: Connected! You can surf the Internet

Connected Time: 6min 28s

2 4GHz: Tenda_12AT60
5GHz: Tenda_12AT60_5G

USB Application

— 8

No USB drive

To configure the settings, select your connection type, set related parameters, and click Save.

For the detailed configuration procedure, refer to Internet Settings.

3.1.2 WiFi Settings and Information

You can click Wireless Settings in the upper-right corner of the Internet Status page to access

the Wireless Settings page.
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Tenda 2 Internet Status English ~ | Exit

& Internet Status

Wireless Settings

@ Internet Settings [[Th 1 Attached Devices | Blacklist
2.4GHz| Tenda_12AT60
5 Internet 8GHz: Jenda_12A760_5G

)

Intermnet Settings
USB Application

Connected! You can surf the Mo USB drive
nternet
Wireless Settings
2.4GHz ]
WiFi Name: Tenda_12A760 [ Hide
Security Mode: WPAMWPAZ-PSK v
Password: | sssssssssses
5GHz ]
WiFi Name: Tenda_12A760_5G [ Hide
Security Mode: WPAWPA2-PSK v

Password: | sssssssssses

For the detailed configuration procedure, refer to WiFi Name & Password.

A Note

Only the wireless devices that can work with 5 GHz signals can find and connect to the 5 GHz network of
the router. If your WiFi signals are not encrypted, you are recommended to encrypt those signals for
higher WiFi network security.

3.1.3 Online Device and Blacklist

The number of online devices and the number of blacklisted devices are displayed in the
upper-center part of the Internet Status page. See the following figure.
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Tenda 2 Internet Status English ~ | Exit

& Internet Status

Wireless Settings

@ Internet Settings [[Th 1 Attached Devices | Blacklist 0

2 AGHz: Tenda_12AT60
BGHz: Tenda_12AT60_5G

Internet

Intermnet Settings
USB Application

Connected! You can surf the Mo USB drive
nternet

) ) . L0811 Attached Devices |
®  To view the number of online devices of the router, click .

When detecting an unknown device, you can click Add to add it to the blacklist. A blacklisted
device can connect to the router but cannot access the internet through the router.

Attached Devices (1) x
Device Mame IP Address MAC Address Access Type Add to the blacklist
user-PC ] 192.168.1.169 C8:3A:35:DC:E1:85 Wired Add
® To view blacklisted devices, click Blacklist 0 .

To remove a device from the blacklist, click Remove corresponding to the device. The device
removed from the blacklist is added to the online devices list when it is online and can access
the internet through the router.

Blacklist(0) X

Remove from the

Device Name MAC Address )
blacklist

The blacklist is empty.
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3.1.4 System Status

You can click the router icon on the Internet Status page to access the System Status page,
which shows the basic information, WAN port status, LAN port status, and WiFi status of the

router.

Tenda

& Internet Status

@ Internet Settings

2 Wireless Settings

@ GuestNetwork

§ Sleeping Mode

B USB Application

£ VPN

4, Advanced Settings

@ System Settings

3.2 Internet Settings

2 Internet Status English + | Exit

Wireless Settings

[T 1 Attached Devices | Blacklist 0

24GHz: Tenda_12AT60

Internet 5GHz: Tenda_12A760_5G

Intermnet Settings o
USE Application

No USB drive

This module enables you to configure internet settings and view internet connection status

and duration.

When you use the router for the first time or after you reset the router, the router detects
your internet connection type. You are recommended to select the detected type and follow
the instructions of the quick setup wizard to configure internet settings. If you do not
configure internet settings using the quick setup wizard, you can configure them on the
Internet Settings page.

The following table may help you understand your internet connection type. If you are still
uncertain about your internet connection type, consult your ISP.

Parameter

PPPOE

Static IP Address

Description

If you directly connect an Ethernet cable with internet connectivity
to your computer, you can access the internet only after setting up
a dial-up connection on the computer using a user name and
password provided by your ISP.

If you directly connect an Ethernet cable with internet connectivity
to your computer, you can access the internet without configuring
your computer.

If you directly connect an Ethernet cable with internet connectivity
to your computer, you can access the internet only after setting
static IP address and other related information on your computer.

-20-



3.2.1 Setting Up an Internet Connection with PPPoE
Perform the following procedure:

Step 1 Set Select a connection type to PPPoE.
Step 2 Set User name and Password to the user name and password provided by your ISP.
Step 3 Click Save.

@ Internet Settings

Select a connection type PPPOE v
User name
Password

DNS Settings Get Automatically ¥

---End

If the "Connected! You can surf the Internet." message appears after a while, you can access
the internet through your router.

3.2.2 Setting Up an Internet Connection with DHCP

Perform the following procedure:
Step 1 Set Select a connection type to DHCP.

Step 2 Click Save.

@ Internet Settings

Select a connection type DHCP v

DNS Settings Get Automatically v

---End
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If the "Connected! You can surf the Internet." message appears after a while, you can access
the internet through your router.

3.2.3 Setting Up an Internet Connection with a Static IP Address
Perform the following procedure:
Step 1 Set Select a connection type to Static IP.

Step 2 Set IP Address, Subnet Mask, Default Gateway, Preferred DNS Server, and Alternate DNS
Server to the static IP address and other related information provided by your ISP.

Step 3 Click Save.

@ Internet Settings

Select a connection type: | Static IP v
K IP Address \
Subnet Mask

Default Gateway:

Preferred DNS Server

\ Alternate DNS Server j

-—End

If the "Connected! You can surf the Internet." message appears after a while, you can access
the internet through your router.

3.3 Wireless Settings

This module enables you to configure the WiFi function of the router.
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Tenda = Wireless Settings

o Internet

English - | Exit

@ Internet Settings

= Wireless Setfings WiFi Na[ne & Password WiFJ Schedule W\reIeFS Repeating Channel & Bandwidth
work
§ Sleeping Mode
Transmit Power WPS
B USB Application B

Beamforming

3.3.1 WiFi Name & Password

The router supports both 2.4 GHz and 5 GHz WiFi signals, featuring strong anti-interference
performance. This function enables you to configure WiFi names, encryption modes, and
passwords for both frequencies. The following figure shows a configuration example.

WiFi Name & Password

2.4GHz ]
WiFi Mame: Tenda_12A760 ] Hide
Security Mode: WPAWPA2-PSK v
Password:
5GHz ]
WiFi Name: Tenda_12A760_5G [l Hide
Security Mode: WPAMNPAZ-PSK v
PassWord: | essssssesses
=
The following table describes the parameters.
Parameter Description
5 4GHz and 2‘.4GHz specifies whether to enable the router to provide 2.4 GHz WiFi
5GHz signals.

5GHz specifies whether to enable the router to provide 5 GHz WiFi

-23-



Parameter

WiFi Name

Security
Mode

Password

Hide

3.3.2 WiFi Schedule

Description

signals.

It specifies the name of a WiFi network.

It specifies the encryption modes supported by the router, including:

® None: It indicates that a WiFi network is not encrypted and any clients
can access the network. This option is not recommended as it leads to
low network security.

® WPA-PSK: It indicates that WPA-PSK/AES is adopted to authenticate
users.

e WPA2-PSK: It indicates that WPA2-PSK/AES is adopted to authenticate
users.

* WPA/WPA2-PSK: It indicates that WPA-PSK/AES and WPA2-PSK/AES
are adopted to authenticate users.

It specifies the password required when a client access the WiFi network
of the router.

It specifies whether to prevent a WiFi name from being detected by
wireless devices. If this function is enabled, the corresponding WiFi name
is not broadcast. Therefore, the name is not displayed on the available
WiFi networks list of a wireless device. To connect a wireless device such
as a mobile phone to the WiFi network, you need to manually enter the
WiFi name and password of the network on the device.

It specifies whether to enable the WiFi function schedule, which allows you to specify the
downtime of the function. By default, the schedule is disabled. For the configuration
procedure, refer to the following example.

Application Scenario

You want to disable the WiFi function during 23:00 to 7:00 every day for a healthier sleep

environment.
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,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Internet WiFi function downtime:

% _\% 23:00~07:00 every day

tIn this period, the WiFi function
. of the router is inaccessible to
© wireless devices.

\\\

[Internet\ D

Ethernet cable

& cran a -

2 s
Computer

Configuration

Ensure that the router is connected to the internet and the system time of the router is
synchronized with the local internet time.

Step1 Choose Wireless Settings > WiFi Schedule.
The WiFi Schedule page appears.

Step 2 Set WiFi Schedule to the B state.

WiFi Schedule b4

WiFi Schedule

Step 3 Set Turn off WiFi during to the downtime. In this example, the downtime is 23:00~07:00.
Step 4 Set Repeat to the days to which the downtime is applied. In this example, select Every Day.

Step 5 Click Save.

-25-



Verification

WiFi Schedule b4

wiFi Schedule: [}

Turn off WiFiduring: 23  ~-00 = ~07 ~-00 ~

Repeat: @ Every Day ) Specified Days

[+ Mon. ¥ Tue. [ Wed. ¥ Thur.
I Fri. ¥ Sat. I Sun.

-—End

Verify that the WiFi network is inaccessible during 23:00 to 07:00 every day while accessible
during the rest of the time.

A Note

To enable the WiFi function during the downtime, press the WiFi On/Off button on the back panel of the
router. This button is the preferred means to control the function. Alternatively, you can enable the WiFi
function by disabling the WiFi function schedule on the WiFi Schedule page.

3.3.3 Wireless Repeating

The wireless repeating function enables a wireless router or an AP to function as a wireless
repeater to extend wireless network coverage. At least two wireless routers are required for
implementing this function. You can use this router to extend wireless network coverage in
WISP or Client+AP mode.

A Note

If wireless repeating is enabled, the Sleeping mode, IPTV function, guest network, WPS function, Tenda
App function, and WiFi function schedule become unavailable. For details, refer to the message on the
router web Ul.

Application Scenario

User A subscribes to an 8 Mbps broadband service and purchases a wireless router for setting
up an LAN with internet connectivity in his 100 square meters apartment, which has three
bedrooms, one dining room, one living room, two restrooms, and one kitchen. The router is
placed in the living room. The WiFi signals are strong in the living room and master bedroom,
but too poor in the other bedrooms and the restrooms to access the internet.
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Solution

S\

Balcony

To improve internet connectivity, the user can add a Tenda AC18 router and configure the
wireless repeating function of the router to extend the WiFi network coverage. That will
eliminate blind areas in the apartment, enabling the user to access the internet anywhere in
the apartment.

The following figure shows the application scenario.

Original rou

Bedroom

)

N ( )

WiFi name: WiFi name:
Tenda_XXXXXX Tenda_2

WAN

5
\

New router Original router

Ethernet cable
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Before configuring wireless repeating:

®  Ensure that the Internet port of the new router is not connected.
®  Ensure that the original router can access the internet.

®  Record the WiFi name and password of the original router, which are Tenda_2 and
12345678 in this example.

Enabling the WISP Mode

Step 1
Step 2

Step 3

Step 4

Step 5

Log in to the web Ul of the new router, choose Wireless Settings > Wireless Repeating and
configure the router and verify the configuration as follows:

®  Configuration
Set Wireless Repeating to the Bl state.
Set Mode to WISP.

Select the WiFi name of the original router from the Base Station WiFi Name drop-down list
box. In this example, select Tenda_2.

Enter the WiFi password of the original router in the Base Station WiFi Password text box. In
this example, enter 12345678. (If the password is not set on the original router, leave this text
box blank.)

Click Save.
Wireless Repeating b 4
L no [l
@ WISP Universal Repeater
Base Station WiFi Name TEnﬂ-ﬂ_I
Base Station WiFi Password. 12345878

Step 6 Click OK on the dialog box that appears.

The settings take effect after the router restarts.

---End
®  Verification

After the "Connected! You can surf the Internet." message appears on the Internet Status
page, access the internet through the WiFi network of the new router.
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A Note

o |f the LAN IP address of the new router is in the same network segment as that of the original router,
an IP conflict occurs. In this case, the new router replaces its LAN IP address with another that
belongs to another network segment. You can log in to the web Ul of the new router directly at
tendawifi.com.

e |f the upstream router enables the DHCP function, the new router obtains network connection
settings from the upstream router. If the upstream router disables the DHCP function, you need to
configure the connection settings manually.

® In WISP mode, the new router can be connected wirelessly to a hotspot using DHCP or a static IP
address and access the internet through the hotspot.

Enabling the Client+AP Mode

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 1

Log in to the web Ul of the new router, choose Wireless Settings > Wireless Repeating and
configure the router and verify the configuration as follows:

®  Configuration
Set Wireless Repeating to the B state.
Set Mode to Universal Repeater.

Select the WiFi name of the original router from the Base Station WiFi Name drop-down list
box. In this example, select Tenda_2.

Enter the WiFi password of the original router in the Base Station WiFi Password text box. In
this example, enter 12345678. (If the password is not set on the original router, leave this text
box blank.)

Click Save.
Wireless Repeating »
£ 55 i | ' .
o WISP @ Universal Repeater
Base Station WiFi Name: = Tenda_2
Station WIFI Password: | 12346678

Click OK on the dialog box that appears.
The settings take effect after the router restarts.

---End

®  \Verification
Log in to the web Ul of the new router at tendawifi.com.

If login fails, check the web Ul of the upstream router (original router) for the IP address
assigned to the new router, and log in to the web Ul of the new router using this IP address.
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Step 2 Choose Internet Status and view the connection status.

If the "Bridged successfully in Universal Repeater mode." message appears, you can access the

internet through the new router.

---End

3.3.4 Channel & Bandwidth

It is recommended that you retain the default channel and bandwidth settings. Change the
settings only when necessary.

Channel & Bandwidth b4
2.4GHz
MNetwork Mode 11b/g/in mixed v
Channel: | Auto v
Bandwidth 20/40 v
5GHz

MNetwork Mode 11a/nfac mixed

-

Channel Auto ¥

Bandwidth 80 v

The following table describes the parameters.

Parameter

Network
Mode

Description

It specifies a protocol adopted for wireless transmission. The default
setting is recommended. For 2.4 GHz networks, the 11b/g, 11b/g/n, and
11n protocols are available. For 5 GHz networks, the 11ac and 11a/n/ac are
available.

¢ 11b/g: It indicates that clients compliant with the 802.11b or 802.11g
protocol can connect to the router.

e 11b/g/n: It indicates that all clients working at 2.4 GHz and compliant
with the 802.11b, 802.11g, or 802.11n protocol can connect to the
router.

® 11n: It indicates that clients working at 2.4 GHz and compliant with
802.11n can connect to the router.

® 11ac: It indicates that clients complaint with the 802.11ac protocol can
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Parameter Description
connect to the router.

e 11a/n/ac: It indicates that clients working at 5 GHz and compliant with
the 802.11a, 802.11n or 802.11ac protocol can connect to the router.

It specifies the operating channel of a WiFi network. You retain the default
setting, or change it as required. A channel different from nearby channels

Channel are recommended for less interference and better wireless transmission
efficiency. You can use a third-party tool to identify the channels different
from nearby channels.

It specifies the bandwidth of the operating channel of a WiFi network.
Change the default setting only when necessary.

® 20: It indicates that the channel bandwidth of a router is 20 MHz.

® 40: It indicates that the channel bandwidth of a router is 40 MHz.

® 20/40: It specifies that a router can switch its channel bandwidth
Bandwidth between 20 MHz and 40 MHz based on the ambient environment. This
option is available only to a router working at 2.4 GHz.

® 80: It indicates that the channel bandwidth of a router is 80 MHz. This
option is available only to a router working at 5 GHz.

® 20/40/80: It specifies that a router can switch its channel bandwidth
among 20 MHz, 40 MHz, and 80 MHz based on the ambient
environment. This option is available only to a router working at 5 GHz.

3.3.5 Transmit Power

You can switch the signal strengths of the 2.4 GHz and 5 GHz operating frequencies of the
router. By default, the signal strengths are set to High. You can set the signal strengths to Low,
Medium, or High as required.

® [f wireless connections work properly with low signal strength, use the Low option.

® |f you need wider coverage, use the Medium or High option to boost WiFi signals.

To set the signal strength, choose Wireless Settings > Transmit Power, select options as
required, and click Save.

Transmit Power *
2 4GHz WiFi Signal High ¥
Low
Medium

aGHz WiFi Signal
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3.3.6 WPS

The WPS function enables wireless devices to quickly connect to encrypted WiFi networks of
the router. To connect a wireless device to the router using the WPS function, follow the
onscreen instruction in the WPS dialog box.

WP3S X

wes: [

Method One:
Press the WPS button on the router Urthismt\uttnn Within 2 mins, press the
wireless client’s WPS button

Method Two:
Use the PIN code if your wireless client asks for that. PIN code:20398699

3.3.7 Beamforming

The router can implement the Beamforming technology to boost WiFi signals, which not only
enables faster wireless transmission, but also further stabilizes wireless connections between
the router and wireless devices. By default, explicit beamforming is enabled. It is
recommended that you retain the default setting.

Beamforming X

Explicit beamforming: [}

3.4 Guest Network

A guest network is a network dedicated to guests. Clients connected to a guest network can
access the internet and communicate with each other, but cannot access the router web Ul or
the non-guest network. This enables guests to access the internet and meanwhile ensures
security of the non-guest network.

You can set a WiFi name for the 2.4 GHz network and 5 GHz network each. These networks
share the same password. To distinguish between the non-guest WiFi networks of the router
and the guest WiFl networks of the router, do not adopt the same name for the networks.
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Tenda

& Internet Status

@ Internet Settings

@ Guest Network

§ Sleeping Mode

B USB Application

& VPN

nced Settings

n Settings

® Guest Network English ~ | Exit

Guest Network:
2 4GHz WiFi Name: | Tenda_Guest
5GHzZ WiFi Name: | Tenda_Guest_5G

Guest Network Password:

3.5 Sleeping Mode

The Sleeping mode enables the router to reduce power consumption. By default, this function
is disabled. After it is enabled, the indicators and WiFi function of the router enter the
Sleeping mode.

If the The Sleeping Mode start time will delay when data is still transmitted. option is
selected and no client exchanges data with the router within three minutes, the router enters
the Sleeping mode. If the The Sleeping Mode start time will delay when data is still
transmitted. option is selected, a client exchanges data with the router, but the traffic is less
than 3 KB/s, the router enters the Sleeping mode after 30 minutes.

A Note

The Sleeping mode works based on time settings. If the system time is not synchronized with the
internet time, the Sleeping mode cannot work properly.
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Tenda @ Sleeping Mode English ~ | Exit

&& Internet S

sleeping Mode: [JJj

@ Internet Settings

Sleeping Mode Time: = 00 ¥ 00 ¥~ 07 v: 00 ~

= Wirel

[# The Sleeping Mode start time will delay when data is still transmitted.

e “
B USB Application

& VPN
vanced Setings

m Settings

When the router is in Sleeping mode, you can enable the WiFi function by pressing the WiFi
On/Off button on the rear panel of the router or using Tenda App. For details about how to
enable the WiFi function using Tenda App, refer to the Tenda App usage.

3.6 USB Application
3.6.1 Sharing Files

The router can automatically recognize a USB storage device connected to the USB port of the

router and display the space usage of the device on the Internet Status page. The device can
be accessed over the LAN and internet.

To configure the USB storage device settings, choose USB Application > File Share.

File Share X

FTP Server: fip://192.168.1.1:21

Samba Server for Windows: \\192.168.1.1
Samba Server for MAC: smb://192.168.1.1

Allow Internet visits:

Raole User name Password Permission Action

Administrator admin =~ | ewees Read/\Write Add
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If a USB storage device is connected to the router, the router displays information about the

device on the dialog box. See the following figure.

File Share

sda I Sdalr Ejmt
FTF Serve
Samba Server for Windows: %192 168 .1
samba Server for MAC: smb:/192 168.1.1
Allow Internet visis
Ralea User name Password Permassion
Adrministrator admin =~ esess ReadWrite

The following table describes the parameters.

Action

Parameter

sda
Safely Eject
FTP Server

Basic
parameters

Samba Server for Windows

Samba Server for MAC

Allow Internet Visits

Access from Internet

Description

It specifies the space usage of a USB storage device
connected to the router.

It allows you to eject a connected USB storage device
before removing it from the router. This helps prevent
data loss.

It specifies the address for clients of the router to access
the USB storage device. The default address is
ftp://192.168.0.1:21. You can click this link to access the
device.

It specifies the address for Windows clients of the router
to access the USB storage device. The default address is
\\192.168.0.1.

It specifies the address for MAC clients of the router to
access the USB storage device. The default address is
smb://192.168.0.1.

It specifies whether to allow or disallow internet users to
access the USB storage device. By default, internet users
cannot access the device.

It indicates the address for internet users to access a USB
storage device. The address is effective only after Allow
Internet Visits is enabled.
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Parameter Description

User name and Password specify the user name and
password that must be entered when a user accesses a
USB storage device connected to the router. You can
change the user name and password as required.

User name and Password

Account ¢ ® Read/Write: It indicates that a user can access and
managemen o modify the resources in a USB storage device.
parameters Permission

® Read: It indicates that a user can only access the
resources in a USB storage device.

m It allows you to add a user account.

Accessing the USB Storage Device Connected to the Router over the LAN

An AC18 router is used to set up a LAN in an apartment. A USB storage device is connected to
the USB port of the router and functions as a file server. Users can download resource from

the server. Assume that:

® The server address is \\192.168.0.1.

®  The server user name and password are admin.

To access the USB storage device, perform the following procedure: (Windows 7 is used as an

example for description.)

step1 Click ¥ and enter \\192.168.0.1.

} Al Programs

| w1a2163.04

Step 2 Press Enter.

Step 3 Enter your user name and password, which are admin in this example, and click OK.
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Windows Security

Enter Network Password
Enter your password to connect to: 19216501

—_— Uszer name |

Paszword ) |

Domain: OTROT-PC
[C] Rernember my credentials

Ok Cancel

Step4 Double-click the sda folder.

-

= [ B | |

F ol A
) b » Network » 192.168.0.1 ~ | 43 || search My.. P

Organize = Include in library - Share with = » = + [ @

- e

- Favorites B
Bl Desktop i =l
4. Downloads [

m

= Recent Places
Recorded TV
& Dropbox

il Libraries
@ Documents
) Family Videos

gﬂ Forms v | 4 m b

’ I 44 items
{!

If the folder is accessible, the resources in the USB storage device are displayed.
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( ESEERTC)
QQ (b » Metwork » 19216801 b sda - [ 44 |[ Search My.. P
COrganize « Include in library « Share with = » == « i I@I
¢ Favorites = Name ’ Date modi
Ml Desktop | . LEGO Creations 472272010

g Downloads r . My Books 41872010 |=
5l Recent Places — . My Digital Editions 4/18/2010 —
[ Recorded TV “ My Dropbox 4/18/2010
¥ Dropbox | My Games 4/718/2010
. My Kindle Content 4,/19/2010
4 Libraries . My Practice Files 4/18/2010
| Documents . My Virtual Machines 2/6/2010 1)
gl] Family Videos . My Weblog Posts 4/18/2010  _
gﬂ Forms - 4| 1 "
[E 44 items
i

---End

Accessing a USB Storage Device Connected to the Router over the Internet

Step 1

®  Application Scenario

An AC18 router is used to set up a LAN in an apartment. A USB storage device is connected to
the USB port of the router and functions as an FTP server. Allow Internet Visits is enabled to
make the USB storage device accessible over the internet. Assume that:

- The server address for internet users is ftp://172.16.200.115:21.

- The server user name and password are admin.

A Note

In this example, the server address for internet users is only for reference. Ensure that the server address
is a public IP address.

®  Configuration
Enable Allow Internet Visits.

Choose USB Application > File Share and set Allow Internet Visits to the B state.
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File Share

- W

FTP Server: fip./192.168.1.1:21
Samba Server for Windows: 1192,168.1,1

Samba Server for MAC: smb:ir192 168.1.1

Allow internet visits: [JJJ|

WAN devices visit: fipa/192 168.0.193- 29
Rols User nama Password Parmission
Adminastrator admin Read\VWnte

Action

Step 2 Access the USB storage device over the internet. (Windows 10 is used as an example to

describe the procedure.)

1. Double-click This PC.

2. Enter the server address, which is ftp://172.16.200.115:21 in this example in the address

bar of the window that appears, and press Enter.

@ [ ] =] ThisPC

View

< | B fipy//172.16.200.115:21

Search This PC

—

7 Quick access

B Desktop <

‘ Downloads #
b 4
b 4

~ Folders (6)

- Desktop
‘ Downloads

-
|2] Documents

[&] Pictures

D Music
Share |ﬁ[ Pictures
B videos L
& OneDrive v Devices and drives (2)
Local Disk (C:)
= This PC HH
I Desktop Wy 32,0 GB free of 99,4 GB
[ Documents
& Downloads

A=S

Documents

) Music
m Videos

DVD RW Drive (D:)
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3. Enter your user name and password, which are admin in this example, and click Log On.

A dialog box appears.

Log On As

i

Either the server does not allow anonymous logins ar the e-mail address was naok
accepted,

FTF server: 17216 200115
User name: I j
Password; I

Afker wou log on, wou can add this server to wour Favorites and return ko it easily,

FTP does not encrypt or encode passwords or data before sending them to the

server., To protect the security of your passwords and data, use WebDAY inskead.

[T Log on anonymaously [T Save password

Log on I Zancel

4, Double-click the sda folder.

= | Reviews - 0
Home Share View
i B Previewpane  |@®) Extra large icons & Large scons [ - ftem check boxes
Detadls pane S5 Medium icons Small icons - File name extensions
Navigation E Sort Hide selected  Options
pane * DEress % by* (¥ Hidden items items -
€« 1 Internet > 172.16.200.115
~
# Quick access
& Dropbox
Screenshots ’ sda
A Recycle Bin
B Desktop

Drafts

% Thumbs

£# Dropbox

& OneDnve

Music

E8 Camera Uploads

Recent Posts

Audsobooks

Documents

03 items | item selected

If the folder is accessible, the resources in the USB storage device are displayed.
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= | Reviews - a X

e [ 0

l" TH Preview pane &2 Extra large lcons & Large icons l v [ ltem check boxes
| THDetads psne 5 Mediumicons  Fifl Small icons . | File name extensions
| Nawngation g Sort Hide selected  Options
pane ¥ List Detadls v by* (v Hidden items items 5
« * Internet > 172.16.200.115 > sda v O Search Revie o

A
# Quick access

& Dropbox *
Screenshats
& Recycle Bin
B Desktop
E# Camera Uploads
Drafts
Recent Posts

Thumbs

“

£3 Dropbox
@ OneDove Archos 101 turbo Asphalt
Audsobooks
Documents

Music

105 items 1 item selected

3.6.2 Sharing Multimedia Resources Using DLNA

DLNA is a solution to share multimedia resources among digital devices by wired or wireless
means. For example, you can use the mobile phone and the DLNA controller to enable your TV
or computer to play the video and audio clips and display the images in your portable disk.

This router supports the DLNA function, which enables clients to access resources in the
server through wired or wireless connections to the router. The following figure shows the
common application scenario of this function.

(7

Z

(7

Tablet Desktop PC TV

Portable disk

By default, this function is disabled. To ensure it, perform the following procedure:

Step1 Choose USB Application > DLNA.
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DLNA X

DLMNA Service

Step 2 Set DLNA Service to the Bl state. See the following figure.

DLNA X

DLNA Service [

Device Name TendaDLMNA

---End

Application Scenario

User A uses an AC18 wireless router to set up a LAN in his apartment. His desktop PC, smart
phone, and tablet access the internet through the router. He connects a USB storage device to
the USB port of the router and stores lots of movies, TV series, images, and audio clips in the

device.

The following figure shows the application scenario.

N

Q Portable disk
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Sharing videos, audios, and images: (A computer running Windows 7 is taken as an example to
describe the procedure.)

Step 1 Enable the media streaming function.

1. Click Start in the lower-left corner of the desktop and choose Control Panel.

A< Acrobat Distiller 9
| & Adobe Acrobat 8 Pro
| Lt Adobe LiveCycle Designer ES 8.2 COwner
E Adobe Reader9
a Default Programs Documents
@ Desktop Gadget Gallery
@ HD VDeck Pictures
@ Internet Explorer
Microsoft Visual Basic 2008 Express Editi Music
@ Microsoft Visual C# 2008 Express Editior
@'. Windows Anytime Upgrade =
] Windows DVD Maker
E=) Windows Fax and Scan
@ Windows Media Center
@ Windows Media Player
E‘ Windows Update
g XPS Viewer
I Accessories Default Programs
, ASUS
. Games Help and Support

Computer
Control Panel

Dewvices and Printers

. Maintenance
, Startup

4 Back

| |Search programs and files L |

2. Click Network and Internet.
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(=]

G—O'[ﬁ » Control Panel »

v [ 22 | I Search Control Panel p el I

Adjust your computer's settings

o

System and Security
Review your computer's status
Back up your computer

Find and fix problems
. I Network and Internet |
t. View network status and tasks
“&&., Choose homegroup and sharing
options

Hardware and Sound
View devices and printers
Add a device

£,
sy
*

<
T

Programs
Uninstall a program
Get programs

@

View by: Category ¥

User Accounts
0 Change account type

Appearance and
Personalization

Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

3. Click Network and Sharing Center.

®v|g v Control Panel » Metwork and Internet »

- | 3 | ‘ Search Control Panel Fe |

Control Panel Home

Et_ln‘ [ Network and Sharing Center |

w2  View network status and tasks

Personalization
Clock, Language, and Region
Ease of Access

Connect to a network

Change your homepage

em and Securit
gt y View network computers and devices
* Network and Internet
Hardware and Sound ‘% HomeGroup
Choose homegroup and sharing optiens
Programs
User Accounts and Family . Internet Optlons
Safety Connect to the Internet
e Delete browsing history and cookies

Add a wireless device to the network

Manage browser add-ons

4. Click Change advanced sharing settings.
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@@.l:‘: « Netwo.. » Network and Sharing Center

5.

Control Panel Home

Manage wireless networks connections

Change adapter settings : * ,;R
Change advanced sharing TEST-PC -
SHEngs (This computer)

View your active networks

Click Choose media streaming options....

*@ Advanced sharing settings

(—

6.

Change sharing options for different network profiles

v 4 o « Netwark and Sharing C... * Advanced sharing settings v O

View your basic network information and set up

0 See full map

Internet

Connect or disconnect

- O x

Search Co.. @

Windows creates a separate netwerk profile for each network you use. You can choose specific options for

each profile,

Private
Guest or Public (current profile)

All Metworks

Public folder sharing

When Public folder sharing is on, pecple on the network, including homegroup members, can

access files in the Public folders,

(O Turn on sharing se anyone with network access can read and write files in the Public folders
(® Turn off Public folder sharing (people logged on to this computer can still access these

folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and

Choose media streaming options...

Click Turn on media streaming.

can also find media on the netwark,

E;'Save changes

Cancel

L)
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[® Media streaming options — O >

« S |f.ﬁ‘ <« Metwork and Sharing Ce... » Media streaming options v O Search Co... @

Choose media streaming options for computers and devices

Media streaming is not turned on

Media streaming allows you to send your music, pictures and videos to other computers and devices
on your network. It also allows you to receive media from other computers and devices,

If you turn on media streaming, your current network profile and firewall settings will be modified.
You should turn on media streaming only on networks that you trust, such as home or work
networks.

[ I &) Turn on media streaming I ]

Tell me more about media streaming
Read the privacy statement online

OK Cancel
7. Click Windows services administrative tool.
B Media streaming options - (] x
« v 4 ™ & Metwork and Sharimg Ce.. * Media streaming options w O Search Co.. @

Choose media streaming options tor computers and devices

Media streaming is not turned on

Windows Media Player Metwork Sharing Service or a service that it depends on failed to start. Use
Windows services administrative tool to find out more details about the Network Sharing Service and
its dependencies.

[G Windows services adrministrative tool]

Tell me more abowt media streaming
Read the privacy statement online

oK Cancel

8. Set Startup Type of SSDP Discovery, UPnP Device Host, and Windows Media Player
Network Sharing Service to Automatic.



File Action View Help

e |EEc=z HeE v anwp

% Services (Local) Mame Descripticn Status Startup Typ
i'f..:,?}Smart Card Removal Pelicy Allows the 5. IManual
i%SNMP Trap Receives tra... Manual
i%SanNare Protection Enables the .. IManual
C.m SPP Metification Service Provides So.. Manual
‘ﬁ S5DP Discovery Discovers n... Manual
i%Superfetch k‘ Maintains a.. Started Automatic |:|
%} System Event Motification Service Maoniters sy.. Started Automatic
i%TabIet PC Input Service Enables Tab.. Manual
ig{;Task Scheduler Enables a us.. Started Automatic =
1 | i | 3

Extended )\Standard,f

SSDP Discovery Properties (Local Computer) M g G

General | Log On | Recovery | Dependencies |

I. Service name; SSDPSRV
[]

Display name: S5DP Discovery

SSDP discovery protocol, such as UPnP devices. Also

Path to executable:
C:\Windows\system32\svchostexe -k LocalServiceAndNolmpersonation

Description: Discovers networked devices and services thatuse the »

-

Help me configure FMs =i e
Manual

Disabled

Startup type: W
Zitomatic (Delaye

Service status:  stameo

Stant ‘ I Stop J . Pause | Resume

here.

Start parameters

You can specify the start parameters that apply when you start the service from

oK ] [ Cancel Apply

9. Go to the Advanced sharing settings page and click Choose media stream

ing options....
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*@ Advanced sharing settings — O X

« v 4 o « Netwark and Sharing C... * Advanced sharing settings v O Search Co.. @

Change sharing options for different network profiles

Windows creates a separate netwerk profile for each network you use. You can choose specific options for
each profile,

Private (D)

Guest or Public (current profile) )

All Metworks )
Public folder sharing

When Public folder sharing is on, pecple on the network, including homegroup members, can
access files in the Public folders.

(O Turn on sharing se anyone with network access can read and write files in the Public folders

(® Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer, This computer can also find media on the netwaork,

[ Choose media streaming options... ]

E;'Save changes Cancel

The Media streaming options page appears, showing that the media streaming function is
enabled.

— EICIEE)

| 1 e = = =
= M J@@ « Network and Sharing Center » Media streaming options v I ‘,‘ | Search Control Panel p el |

Choose media streaming options for computersand devices -~~~ -~ T

' This field allows you to set the name of your media library. !

m) RINOXOI b By i (The name is displayed on remote computers, mobile :
Choose default settings... o i

i phones. and TVs that attempt to access the media librarv.) |

Show devices on: |Local network ~ \ Allow All Block All \
ﬂ '@3 Media programs on this PC and remote connections... [ Customize... |Allowed v Lﬁ

(&  Atlowed access using defoult settings.

" X / (Atowed -]

Allowed access using default settings.

All devices are aliowed to access your shared media.

Choose homegroup and sharing options
Choose power options

Tell me more about media streaming

Read the privacy statement online . . .
privacy Windows detects the devices that support media steam playback on

the LAN and allows you to decide whether to allow the devices to
access your media library. (By default, all the devices can access the

media library.) After the configuration, click OK.

Windows Media Player of a Windows OS can access the devices where DLNA is enabled and
function as a platform for playing the media resources of the devices locally.

Run Windows Media Player, click Stream, and select the Allow remote control of my Player
and Automatically allow devices to play my media menu items. If a confirmation dialog box
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appears when you select the menu items, follow the onscreen instruction to confirm the

operation.

@ Windows Media Playet.

—
OU » Library » Videos » All Videos
Organize v | Stream vl Create playlist ~

Allow Internet access to home media...

elea

J B Library [
4 |»| Playlists v

\-

Allow remote control of my Player...

Automatically allow devices to play my media...

J L

[k Playl

|| Brun

More streaming options...

4 JJ Music
& Artist
I (=) Album

AT n

Step 2 Enable the DLNA function of the router.

Choose USB Application > DLNA and set DLNA Service to the

figure.

DLNA

DLNA Service .

Device Name: TendaDLNA

state. See the following

Step 3 On the computer, browse the video, audio, and image files in the USB storage device
connected to the router.

1. Run Windows Media Player.

The router is displayed in the Other Libraries of the left pane.

2. Click the router.

The video, audio, and image files in the USB storage device appear.
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Windows Media Player
File View Play Tocls Help

s
QQ » Unknown album (18-09-2010 11:16:46) (D:)

Organize v Stream v  Createplaylist v &% Rip CD > = ¥ [Search
Album = Title Length
B Library Audio CD (D?)
b [l Playlists Unknown album (1...[7] Track1 28:45
> Jd Music Unknown artist 2 Track 2 28:07
i Videos Unknown genre
=) Pictures Unknown Year
[#) Recorded TV
) Other media

(=) Unknown album (

[?" QOther Libraries
TendaDLNA

---End

3.6.3 Printer Service

This router allows you to share a printer connected to the USB port of the router among all
the computers on your LAN.

By default, this function is disabled. To enable it, perform the following procedure:
Step1 Choose USB Application > Printer Service.

Step 2 Set Printer Service to the B state.

Printer Service x

Printer Service:

Connect to a USB printer:
1 Connect the USB printer to the USB port of the router.

2 Downlead and Install the driver software of the USB printer on each computer where you

want to use the printer.
vare of the USB printer, please contact the manufacturer of the printer to

Ifyou have no drive

provide the latest driver s

install it on each computer where you want to use the printer. Use the USE Controller
utility program to establish a connection between the computer and the USB printer
according to the instruction of the utility program.

Save

The following figure shows the topology.
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Printer

---End

Installing a Printer

A Note

HP LaserJet 1020 is taken as an example to describe the procedure.
Step 1 Connect the printer to the USB port of the router.

Step 2 Enable the printing service of the router.

Printer Service *

Printer Service: ]

Connect to a USB printer:
Connect the USB printer to the USB port of the router

2 Downlead and Install the driver software of the USB printer en each computer where you
want to use the printer.

3 Download the USB Controller utility program from Tenda website (www tendacn.com) and
install it en each computer where you want to use the printer. Use the USB Centroller
utility program to establish a connection between the computer and the USB printer
according to the instruction of the utility program.

Save

Step 3 Install Tenda's printing service control program on your computer. (A computer running
Windows 7 is taken as an example to describe the procedure.)

1. Download the package of the program from http://www.tendacn.com and decompress
the package.
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http://www.tendacn.com/

2. Double-click @ Sm“p.

The dialog box shown in the following figure appears.

Choose Setup Language

Select the language for this installation from the choices below.

| English (United States)

)

w

Click OK.

uh [ 0K ][ Cancel ]

4. Wait until installation preparation is complete.

5. Click Next.

ﬁ' Tenda USB Printer Controller - InstallShield Wizard

=X

Welcome to the InstallShield Wizard for Tenda
USB Printer Controller

The InstallShield(R) Wizard will install Tenda USE Printer
Controller on your computer. To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties,

< Back [ Mext = ] [ Cancel

A dialog box appears.
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- -— -
ﬁ' Tenda USE Printer Controller - InstallShield Wizard

Customer Information

Please enter your information.

User Mame:
ITenda

Organization:

[renca

Installshield

<Back || MNext> || Ccancel

6. Enter your user name and organization name and click Next.

7. Click Change... and change the installation path if necessary. Then, click Next.

Destination Folder

\

Click Next to install to this folder, or dick Change to install to a different folder.

G Install Tenda USE Printer Controller to:

C:\Program Files (x86)\TendalJSE Printer Controller)

Installshield

<Back || MNext> || cancel

- - -
ﬁ! Tenda USE Printer Controller - InstallShield Wizard u

8. Click Install.
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- S —
:ﬁ! Tenda USE Printer Controller - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to beain the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
I exit the wizard.

InstallShield

<Back || Instal | [ Cancel

- -— .
ﬁl Tenda USE Printer Controller - InstallShield Wizard i

Installing Tenda USB Printer Controller
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Tenda USE Printer
Controller . This may take several minutes.

|
[ Status:

-——

Installshield

< Back Mext = Cancel

9. Click Finish.
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P
ﬁl Tenda USE Printer Controller - InstallShield Wizard - g

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Tenda USE
Printer Contraller . Click Finish to exit the wizard.

Launch Tenda USE Printer Controller

< Back Cancel

Installation is complete and a printer shortcut icon
computer.

10. Wait a moment for the program to detect the printer connected to the router.

| appears on the desktop of the

2 , =2
Auto-Connect Cormaat Diseaiias Fequest o gletwork
Corine canner

Printer

g 5C9-192.168.01
- ¢z Printer - Hewlett-Packard - HP LaserJet 1020

11. Select the printer and choose Auto-Connect Printer > Set Auto-Connect Printer.
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Help

w2

Auto-Connect Eonrat

= Set Auto-Connect Printer

A Note

If you click Connect after selecting the printer, the printer cannot be shared among multiple computers.
In this case, another computer can use the printer only after this computer is disconnected from the
printer. Therefore, if multiple computers need to use the printer at the same time, you are
recommended to choose Auto-Connect Printer > Set Auto-Connect Printer to share the printer.

12. Select the printer and click Apply.

-
w Tenda USB Printer Controller = | = | = ‘
System Tools Help

& T I
= Add to Auto-Connect Printer List =B8]
B LT S —
< Installed Printer List >
- = Printer Name
. ey & HP Laserdet 1020 (RN
| Prints D @ Fax
L Apply ] [ Cancel J
L. A

Step 4 |Install the driver of the printer on the computers on your LAN.

1. Obtain the driver from the package of your printer or download the driver from the
official website of the manufacturer of the printer.

2 Double-click @ L1018 1020 _1022_Full_Solution

The dialog box shown in the following figure appears.
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Cpen File - Security Warning ﬁ

Do you want to run this file?
@ Mame: ..ter-hphl11018 1020 1022 Full Solution.exe
Publisher: Hewlett-Packard Company

Type: Application
From: CiUsers\John\Desktop'mbam-setup-1.61.0,1400..,

Run ][ Cancel ]

Always ask before opening this file

|--"‘*~] While files from the Intemet can be useful, this file type can
- ﬁ) potentially ham your computer. Only run software from publishers
= you trust. What's the risk?

Click Run.

4. Wait until file extraction is complete. See the following figure.

r h

51% Extracting files...

i

BCH

5. Click Install.

Click Install to start installing the new HP device.
Thank you for chooing HP products!

Start installing the required driver and software, and then !
o enjoy your new HP product.

6. Click Next.

7. Wait until installation is complete.
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3.7 VPN

8.  Click Finish.
After installation is complete, the printer prints a test page.

---End

A VPN is a logical private network set up over a public network (usually the internet) without
physical lines. The VPN technology allows employees at a branch of an enterprise and
employees at the headquarters to exchange resources without exposing these resources to
other internet users.

This router can function as a PPTP server or a PPTP/L2TP client. The following section
describes how to configure the router as a PPTP server or a PPTP/L2TP client.

3.7.1 PPTP Server

Functioning as a PPTP server, the router receives virtual connection requests from clients over
the internet and sets up virtual connections for communication through the connections.

To configure the router as a PPTP server, choose VPN > PPTP Server, set PPTP Server to the
B state, and set the parameters. By default, the PPTP server function is disabled. The
following figure shows the dialog box that appears after the function is enabled.

PPTP Server 4
PPTP sServer: [
Address Pool: | 10.0.0.100 ~10.0.0. 200
MPPE Encryption:

Status User name Password Action

The following table describes the parameters.

Parameter Description

It specifies whether to enable the PPTP server function. If the function is

PPTP Server enabled, the router functions as a PPTP server.

Address Pool It specifies the range of IP addresses that the server can assign to clients.

It specifies the algorithm used to encrypt PPP data. 40-bit encryption and
128-bit encryption are supported. Ensure that the server and clients
adopt the same encryption mode.

MPPE
Encryption
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Parameter Description

Status It specifies the status of a connection.

User name It specifies the user name assigned by the PPTP server to a client.
Password It specifies the password assigned by the PPTP server to a client.
Action It allows you to add or delete user accounts.

Example

Computer 1 is connected to AC18 and assigned the IP address 192.168.0.104. The computer
has been configured as an FTP server (port number 21) to store resources. Computer 2 needs
to access the resources over the internet. You can address this requirement using the VPN
function.

L = Internet

Internet D

The WAN IP address of the router is
' 113.88.112.220, which is the PPTP

. server IP address. ; |
; & Ethernet cable—> —— Ethernet cable=—.

fx

Computer 1

1y

Configuration
Step 1 Configure the PPTP server on the router.

1. Choose VPN > PPTP Server. The PPTP Server dialog box appears.
2. Set PPTP Server tothe B!  state to enable the server.

3. Set Address Pool to the range of IP addresses that the PPTP server assigns to clients for
VPN communication. This range cannot overlap the LAN or WAN IP address range of the
router.

4. Set MPPE Encryption and MPPE Encryption Bits according to your specific requirements.

Set User name and Password to your user name and password for clients to connect to
the PPTP server, and click Add.

6. Click Save.
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PPTP Server

PrTP server: [
Address Pool: | 10.0.0.100 ~10.0.0. 200
MPPE Encryption: [JJjj
MPPE Encryption Bits: © 40 @ 128
Status User name Password Action
- =3
- admin = esess

Step 2 Connect computer 2 to the PPTP server using a VPN dial-up connection.

A Note

Windows 7 is taken as an example to describe the procedure.

1. Click E and then Open Network and Sharing Center.

~,

Currently connected to: +3

- MNetwork 3
lll_ Internet access

[ Cpen Metwork and Sharing Center ]

~ [m| &) s49PM |

2. Click Set up a new connection or network.



Control Panel Home . ” « :

View your basic network information and set up
Change adapter settings connections
Change advanced sharing &\l — § % Q See full map
settings >

WIN7X64EN Unidentified netw... Internet
(This computer)
View your active networks Connect or disconnect
Access type: No Internet
Unidentified network access
> Public network Connections: [ Local Area =
Connection
Change your networking settings
ﬁ. Set up a new connection or network ]
~ Set up a wireless, broadband, dial-up, ad hoc, or VPN connection;
or set up a router or access point.
'§, Connect to a network
N : Connect or reconnect to a wireless, wired, dial-up, or VPN network
ceaka connection,
HomeGroup
Internet Options '4 Choose homegroup and sharing options
. : Access files and printers located on other network computers, or
Windows Firewall Z s
change sharing settings.

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.
||
L4 Set up a new network
<a, Configure a new router or access point. 'l
|
. Connect to a workplace i
Set up a dial-up or VPN connection to your workplace,
Set up a dial-up connection
Connect to the Internet using a dial-up connection.
"
i

[ Net || cancel |

4. Click Use my Internet connection (VPN). If a dialog box appears, following the onscreen
instruction to perform operations.
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How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

o — @ B

< Dial directly
Connect directly to a phone number without going through the Internet.

N e

What is a VPN connection?

5. Enter the IP address of the PPTP server in the Internet address text box. Click Next.

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: [Example:Contoso.com or157.54.0.1 or 3ffe1234:1111] [
Destination name: VPN Connection
Use a smart card

@ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so I can connect later

Next J[ Cancel ]

6. Enter the user name and password for connecting to the PPTP server, such as admin.

Click Create. The VPN connection dialog box appears.
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Type your user name and password

User name: I

Password:

Show characters
Remember this password

F = = = W

Domain (optional):

You are connected

A

7. Click Connect Now.

The connection is ready to use

A s

< Connect now
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On the network connection list of the computer, the VPN connection is in Connected state.

Currently connected to: s

y Network

“§5” Internet access

== UiB VPN

Internet access

Dial-up and VPN -

VPN Connected f]
Open Network and Sharing Center u
---End

Remote Access

Access the resources on computer 1 from computer 2 using a URL in the following format: ftp:
//Server IP address:Service port number. In this example, the URL is ftp: //192.168.0.104:21.

E=RIERS)

> ¥ Homegroup

4 (8 Computer
> &, WINDOWST (C:)
> s MENNQ (D)

[ 28 11 itemns

-
UL |ﬂ ¥ ftp;/f192.168.0.104:21 - |¢, | | Search Libraries pe) |
Organize Mew library = 0 8

4.7 Favorites — Libraries
Bl Desktop Open a library to see your files and arrange them by folder, date, an...
& Downloads
=

% Dropbox & Documents
15| Recent Places g S~ Library

4 o Libraries & H:Sic

= ibrary

> [ Documents H“"‘/
? ‘J’ Music B ';4 Pictures
[ Pictures e Library
> B Videos

Videos
Library
-q\/ ¥
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i — IEI E; "y

{\.../'”l\_./'l ||_d) b My Documents » - |4'1-| | Search My .. 2 |
Organize = Include in library - Share with » = =« O @
4 Favorites Mame : Date modi =

B Desktop TLEGU Creations TTIITON
5. Downloads , My Books 4/18/2010] =
“Z Recent Places . My Digital Editions 4/18/2010(—
Recorded TV My Dropbox 4/18,/2010)
& Drophox , My Games 4/18/2010)
. My Kindle Content 471872010
= Libraries o My Practice Files 4/18/2010°
@ Documents L My Virtual Machines 2/6/2010 1t
EI] Family Videos o My Weblog Posts 4/18/2010 _
gﬂ Forms - 4 Tt r

44 jtemns

fl

3.7.2 PPTP/L2TP Client

You can configure the router as a PPTP/L2TP client for accessing resources on its server.

To configure the router as a PPTP/L2TP client, choose VPN > PPTP/L2TP Client, set PPTP/L2TP
Clienttothe Bl state, and set the parameters. By default, the PPTP/L2TP client function is
disabled. The following figure shows the dialog box that appears after the function is enabled.

PPTP/L2TP Client b4

PPTP/L2TP Client: [

Client Type: ® PPTP L2TP

MPPE Encryption:
Server IP/Domain Name:
User name:

Password:

Status: Disconnected
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The following table describes the parameters.

Parameter

PPTP/L2TP Client

Client Type

MPPE Encryption

Server IP/Domain
Name

Description

It specifies whether to enable the PPTP/L2TP client function. If
the function is enabled, the router functions as a PPTP/L2TP
client.

It specifies whether the router is a PPTP client or an L2TP client.

It specifies the algorithm used to encrypt PPP data. 40-bit
encryption and 128-bit encryption are supported. Ensure that the
server and clients adopt the same encryption mode.

It specifies the IP address or domain name of the VPN server to
which the router is to be connected.

It specifies the user name assigned by the PPTP server to the

User name

router.

It specifies the password assigned by the PPTP server to the
Password P P g y

router.
Status It specifies the status of a connection.

Example
You have subscribed to a PPTP-based VPN service from an ISP. The ISP notifies you of the
server IP address or domain name, your user name and password, and the encryption mode.
(The parameters used in this example are only for reference.) You can access the resources
provided by the ISP using a PPTP client.
—_— .

~_Internet

Internet D

e Domain name: XXXX : ‘

e Encryption mode: MPPE ; i —_—
i Encryption bits: 128 ; [ |
! e User name and password: 123 P Ethernet cable—" & Ethernet cable=—.

PPTP/L2TP server

© e ServerIPaddress: 1.1.1.1

SR
Computer
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Configuration

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Remote Access

PPTPI/LZTP Client b4

PPTR/L2TP Client: [}

Client Type: ® PPTP L2TP
MPPE Encryption: [}
MPPE Encryption Bits: © 40 @ 128
Server IP/Domain Mame: 1.1.1.1

User name: 123

Password: ‘ 123

Status: Disconnected

Log in to the router web Ul, choose VPN > PPTP/L2TP Client.
Set PPTP/L2TP Client to the B state.

Set Client Type based on the type of service that you subscribe. In this example, set it to
PPTP.

Set MPPE Encryption and MPPE Encryption Bits based on the service that you subscribe. In
this example, set MPPE Encryption to the B state and MPPE Encryption Bits to 128.

Set Server IP/Domain Name, User name, and Password based on the information provided
by the ISP.

Click Connect.

---End

You can access the resources on the ISP's VPN server through the router.

3.8 Advanced Settings

The router provides advanced settings to address tailored requirements.
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Tenda 4, Advanced Settings English + | Exil

& Internet Status

@ Internet Settings

= Wireless Setings Parental Confrol Bandwidth Control Tenda App LED Control
@ Guest Network
% Sleeping Mode
DDNS Virtual Server DMz Remote Management
B USB Application
§ VPN
2, Advanced Settings
IPTV Firewall Static Routing UPnP

{5 System Setlings

3.8.1 Parental Control

This function enables you to control internet connectivity availability and content accessibility
for devices connected to the router, ensuring healthy internet usage.

To implement parental control, perform the following procedure:
Step1 Choose Advanced Setting> Parental Control.
All the devices connected to the router are listed.
Step 2 Click £ corresponding to the device to which parental control must be applied, and set

the parameters to specify the time when the internet is accessible to the device and the
websites accessible to the device.

Parental Control »
Device Name IP Address MAC Address Status Action
user-PC 192.168.1.165 cB:3a:35:dc:e1:85 19 4

The following table describes the parameters.
Parameter Description
Device Name It specifies the name of a device.
IP Address It specifies the IP address assigned to a device.

MAC Address It specifies the MAC address of a device.
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Parameter Description

Action It allows you to set parental control rules for a device.

m It allows you to manually add devices and rules.

Application Scenario

Configuration

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

You have an 8 Mbps broadband connection at your apartment and have purchased a wireless
router for setting up a network in your apartment. Your kids often watch videos over the
internet at home. In Monday to Friday, you want to allow them to access video websites such
as YouTube only during 20:00 to 22:00.

Choose Advanced Settings > Parental Control, and click corresponding to a device to
which parental control must be applied.

Parental Control e
Device Mame IP Address MAC Address Status Action
user-PC 192.168.1.169 c8:3a:35:dc:e1:85 @
dit

(Optional) Click Edit and change the device name so that it is easily recognized.

Set Internet Accessible Time to the period when the device is allowed to access video
websites.

Set Repeat to the days when you want to apply the control.
Set Website Limit to the Bl state to enable the control. By default, it is enabled.
Set Access Control to Blacklist.

®  Blacklist: It indicates that the device cannot access the specified websites.

®  White List: It indicates that the device can access only the specified websites.
Set Forbidden Websites to youtube.

Click Save.
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Parental Control b4

Device Name: XUHUANHUAN-PC [ Edit |

Internet Accessible Time: 20 - 00 v - 22 +~ 00 -

Repeal: @ EveryDay @ Specified Days

[F15un. [ Mon. ¥ Tue. [Wed.
[ Thur. [¥] Fri. [F15at.

website Limit: [JJij

Access Control: @ Blacklist @ White List

Forbidden Websites: | youtube

Please enter the key words of the websites, and separate them with
".". For example: "eHow.google" means that only ehow and google
are forbidden

Sae

---End

The entry shown in the following figure appears.

Parental Control b4
Device Mame IP Address MAC Address Status Action
USER-PC 192.168.1.169  c8:3a:35:dc-e1:85 2 Q@
Add

Cancelling Parental Control

Click the @ icon corresponding to the device for which you want to cancel the control.

A
I
s

& |
It changesto

3.8.2 Bandwidth Control

If multiple devices access the internet through the router, bandwidth control is recommended,
so that high-speed file download by a device does not reduce the internet access speed of the

other devices.

-70 -



To implement bandwidth control, choose Advanced Settings > Bandwidth Control. By default,
this function is disabled. The following figure shows the dialog box that appears after this
function is enabled.

Bandwidth Control X

Bandwidth Control: [

Device Name Device Info Current Speed Uplead Limit Download Limit Status  Action
Unlimited = - Unlimited - m
User-PC ¢8:3a:35:dc:el:85 1 0.00Mbps Uniimited Unimited
192.168.1.160 1 0.00Mbps niimite niimite

The following table describes the parameters.

Parameter Description

Device Name It specifies the name of a device.

Device Info It specifies the MAC address and IP address of a device.

Current Speed It specifies the current upload and download speeds of a device.

® Upload Limit specifies the maximum upload speed at Mbps of a
Upload Limit and device.

Download Limit ¢ Download Limit specifies the maximum download speed at
Mbps of a device.

Action It allows you to manually add devices and rules.

Application Scenario

You have an 8 Mbps broadband connection at your apartment. Multiple devices sharing the
connection often compete for bandwidth. To ensure that every device can access the internet
properly, you want to specify the maximum bandwidth for every device. For example, you
want to limit the download speed of every device to 2 Mbps. The following figure shows the
application scenario.
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Balcony

Balcony

Configuration

Step1 Choose Advanced Settings > Bandwidth Control and set Bandwidth Control to the
state.

Step 2 Select 2Mbps from the Download Limit drop-down list box corresponding to each device.

Step 3 Click Save.

Bandwidth Control X

sanawiatn Control:  [JJjf

Device Name Device Info Current Speed Upload Limit Download Limit Status  Action
AC Address Unlimited |~ O | - |
. ¢8:32:35dcel:85 1 0.00Mbps — ‘ Unlimited
192.168.1.169 1 0.00Mbps nimite 1Mbps |
AMbps !)
Manual
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---End

.Verification
Verify that the download speed of each device does not exceed 2 Mbps.
Bandwidth Control %
Bandwidth Control: [
Device Name Device Info Current Speed Upload Limit Download Limit Status  Action
Uniimited ~ ~ Unlimited | < |
cB:3a:35:dc:e1:85 1 0.05Mbps o p
user-PC 192 1681 165 Unlimited 2Mbps %)

3.8.3 Tenda App

After enabling the Tenda App function of this router, you can use Tenda App to remotely
manage the router.

To use Tenda App to remotely manage the router, perform the following procedure:

Tenda App »

Tenda App:

Step 1 Install Tenda App.

Use you smart device (smart phone or tablet) to scan the QR code on the Advanced Settings >
Tenda App page to download, and install the app on your smart device.
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A Note

Your smart device must be connected to the internet so that it can download the app. (Use an app with
the scanning function to scan the QR code.)

Tenda App b

Tenda App:

When enabled, you can manage your
router remotely with Tenda App.

Scanto
download

Tenda App.
pp

Step 2 Register an account.

After installing Tenda App, register an account using your mobile number or email address.
Use the account to log in to Tenda App.

This account allows you to connect to Tenda's cloud server for remotely managing the router.

Register
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Tenda Cloud

'

&

Forget Password
Login

Sign Up

Cloud Management

D

Route list(1)

@ Tenda_000118 LOCAL ‘

online
AC15

Add

Step 3 Attach the router to your account.

On the Ul of Tenda App, tap Add and enter the login password of the router to attach the
router to the account.

After the router is attached to your account, the router appears on the router list each time
you log in with your account, regardless of whether the router is online.

A Note

If the router is in offline state, you cannot manage it using Tenda App.
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Cloud Management

Login for remote management.

Router List(1)

N

7~ Tenda_12A760 (LOCAL)
AC18

Online

A Note

When attaching the router to your account, ensure that your smart device is connected to the WiFi
network of the router and the router can access the internet.

Step4 Enable the Tenda App function.

1. Go to the Tenda App page of the router and set Tenda App to the B state.
The router accesses the cloud server and detects your account. (If it fails to detect your
account, enter your account information manually.)

2. Click Save.

You can now use Tenda App to manage the router.

Tenda App ¥

Tenda App: [l

ID: Obtaining an ID...
S

Scan to
download
Tenda App.

Account: Connecting server...
A

Save

---End

3.8.4 LED Control

The following figure shows the available LED indicator control modes. Select one of the modes
as required and click Save.
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LED Control *

LED Control: @ LED ON LED OFF LED Schedule

Save

The following table describes the parameters.

Parameter Description
LED ON It indicates that all the LED indicators are in ordinary states.
It indicates that the PWR indicator blinks slowly and the other
LED OFF -
indicators are turned off.
LED Schedule It indicates that all the LED indicators are turned off in specified periods

and return to their ordinary states when the periods expire.

3.8.5 DDNS

DDNS maps the WAN IP address (public IP address) of the router to a domain name for
dynamic domain name resolution. This ensure proper operation of functions that involve the
WAN IP address of the router, such as the remote management and virtual server functions.

To enable the DDNS function, choose Advanced Settings > DDNS. By default, it is disabled. the
following figure shows the dialog box that appears when the function is enabled.

DDNS b4
oons: [l
Service Provider: dyndns.org v | Reqister
User name:
Password:

Domain Name:

Connection Status: Disconnected

Save

The following table describes the parameters.

Parameter Description

DDNS It specifies whether to enable the DDNS function.
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Parameter Description

Service It specifies a DDNS service provider. The supported service providers
Provider include no-ip.com, 3322.org, dyndns.org, 88ip.cn, and oray.com.
User name It specifies the user name registered on a DDNS service provider's
website for logging in to the DDNS service.
It specifies the password registered on a DDNS service provider's website
Password L .
for logging in to the DDNS service.
Domain It specifies the DDNS domain name register on a DDNS service provider's
Name website.
g;r;z:ctlon It indicates the current status of the DDNS service.

Application Scenario

An AC18 is used to set up a network at an apartment and must be managed remotely using a
web browser. This requirement can be addressed by combining the remote management and
DDNS functions. Assume that the registered domain name is tenda.dyndns.org, the user
name is Tenda, and the password is 1234578.

The following figure shows the application scenario.

L =%- Internet

Internet D

. WAN IP address of the router:

' 102.33.66.88 } | S
i IP address of computer 2: ! ‘
' 218.88.93.33 IS Ethernet cable—2 \— Ethernet cable-— L
Computer1
Configuration
Step1 Enable the DDNS function.

1. SetDDNStothe B  state.

2. Set Service Provider to dyndns.org.

If you do not have a DDNS account, select a service provider and click to go to the

service provider's website. Register a DDNS account and memorize your user name, password,
and domain name of the account.

3. Set User name to your user name for logging in to your DDNS service, which is Tenda in
this example.
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4. Set Password to the password for logging in to your DDNS service, which is 12345678 in
this example.

5. Set Domain Name to the domain name registered on the website of your DDNS service
provider, which is tenda.dyndns.org in this example.

6. Click Save.
DDNS x
pons [l
ervi ovide dyndns.org v
&7 name Tenda
Password [ E NN NN ]
Domain Name tenda.dyndns.org

ConneCiion Stabus Disconnec ted

7. Wait until the connection status changes to Connected.

DDNS x
pons (il
Service Provider dyndns. org v
User name Tenda
Password R R R
Domain Name tenda.dyndns.org

Connetiion Statusg Connected

Step 2 Configure the remote management function.

1. Choose Advanced Settings > Remote Management.
2. Set Remote Management to the B state.

3. Set Remote IP Address to the WAN IP address (public IP address) of the computer where

remote management is to be performed. In this example, set it to the WAN IP address of
computer 2, which is 218.88.93.33.
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4. Set Port to the port number of the web service, which is generally 8080. You can also
select a port number from the 1024~65535 range but the port number must not be the
same as that of the virtual server.

5. Click Save.

Remote Management 4

Remote Management:[JJj
Remote IP Address:| 0.0.0.0

Port:| B0OBO

Save

Step 3 Access the web Ul of AC18 on computer 2.

On computer 2, enter http://102.33.66.88:8080 or http://tenda.dyndns.org:8080 in the
address bar of a web browser.

-—End

3.8.6 Virtual Server

If computers are connected to the router to form a LAN and access the internet through the
router, internet users cannot access the hosts on the LAN. Therefore, the servers, such as web
servers, email servers, and FTP servers, on the LAN are inaccessible to internet users. To
enable internet users to access a LAN server, enable the virtual server function of the router,
and map one service port of the virtual server to the IP address of the LAN server. This
enables the router to forward the requests arriving at the port from the internet to the LAN
server.

To configure the virtual server function, choose Advanced Settings > Virtual Server. By default,
the function is disabled.

Virtual Server %

Internal IP Internal Port External Port Protocol Action

21 = TcP v m

The following table describes the parameters.
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Parameter

Internal IP

Internal Port

External Port

Protocol

Action

Application Scenario

Description

It specifies the IP address of a server that resides on the LAN of the
router.

It specifies the service port number of a server that resides on the LAN of
the router.

It specifies a router port accessible to internet users.

It specifies the protocol of a service provided through the router for
internet users. If you are uncertain about which service protocol is used,
TCP/UDP is recommended.

It allows you to manually add LAN servers and rules.

An AC18 is used to set up a LAN and a web server on the LAN must be accessible to internet
users. This requirement can be addressed using the virtual server function. The following
figure shows the application scenario.

L —e———_Internet

Iz T
X T AL

Computer 2

WAN IP address of the router:
102.33.66.88

Prerequisites

Internet G
—Ethernet cable——2 ' Ethernet cable=—. L

oy
Fitalad

Computer 1 (web server)

® The WAN port of the router is assigned a public IP address.

®  Computer 1 is assigned a static IP address. The default gateway IP address is the LAN IP
address of the router.

® All the firewall and antivirus software that may deny internet users' access to LAN servers
is disabled when virtual server function is used.

Configuration

Step1 Choose Advanced Settings > Virtual Server.

Step 2 Set Internal IP to the IP address of a LAN server. In this example, enter the IP address of
computer 1, which is a web server.

Step 3 Set Internal Port to the port number of the web service, which is 80 in this example.
External Port is set automatically.
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Step 4 Set Protocol to the protocol of the web service. TCP/UDP is recommended.

Step 5 Click Add and then Save.

Virtual Server *

Internal 1P Internal Port External Port Pratocol Action

192 168.0.150 21 o TCP - m

21 (FTP)
23 (TELNET)

25 (SMTP)

53 (DNS)

80 (HTTP)

110 (pop3)

1723 (PPTP)
3389(Remote deskiop)
9000

Manual

---End

Remote Access

Enter Protocol name://WAN port IP address:External port in the address bar of a web browser
on a computer over the internet to access the resources on the LAN server. In this example,
enter http://102.33.66.88:80.

http://102.33.66.88: SD'| =

A Note

If you are uncertain about the WAN IP address of the router, you can use both the virtual server and
DDNS functions to allow internet users to access the LAN server using a domain name.

3.8.7 DMZ

A DMZ host on a LAN can communicate with the internet without limit. You can set a
computer that require higher internet connection throughput, such as a computer used for
video conferencing or online gaming, as a DMZ host for better user experience.
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A Note

® A DMZ host is not protected by the firewall of the router. A hacker may leverage the DMZ host to
attack your LAN. Therefore, enable the DMZ function only when necessary.

o Manually set the IP address of the LAN computer that functions as a DMZ host, to prevent IP address
changes, which lead to DMZ function failures.

e Security software, antivirus software, and the built-in OS firewall of the computer may cause DMZ
function failures. Disable them when using the DMZ function. If the DMZ function is not required, it
is recommended that you disable it and enable your firewall, security, and antivirus software.

To configure the DMZ function, perform the following procedure:

Step1 Choose Advanced Settings > DMZ.

DMZ X

DMZ : .

DMZ Host IP: 192.168.1.| 100

Step2 SetDMZtothe M  state.
Step 3 Set DMZ Host IP to the IP address of the DMZ host.
Step 4 Click Save.

--—-End

3.8.8 Remote Management

This function enables you to remotely log in to the web Ul of the router over the internet.

To configure the function, choose Advanced Settings > Remote Management. By default, the
function is disabled. The following figure shows the dialog box that appears after the function
is enabled.
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Remote Management %

Remote Management: [}
Remote IP Address. 0.0.0.0

Fort] 8080

Save

Application Scenario

An AC18 is used to set up a LAN at an apartment and the router must be logged in and
managed over the internet. Assume the public IP address of the router is 102.33.66.88 and
the public IP address of the computer for remotely login is 218.88.93.33.

The following figure shows the application scenario.

N T

= ——\lnter:j:}, p

Internet D

. WAN IP address of the router: ‘ M

' 102.33.66.88 1 |

: b Ethernet cable—2 —— Ethernet cable=—=..

i IP address of computer 2:

© 218.88.93.33 |

7777777777777777777777777777 ! Computer 1

A Note

The computer used to remotely log in to the router web Ul must be assigned a public IP address. If it is
assigned a private IP address, use the public IP address of the router to which the computer connects for
remote login. Private IP addresses are not applicable to remote management.

Configuration

Step1 Choose Advanced Settings > Remote Management.
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Step 2 Set Remote Management to the B state.

Step 3 Set Remote IP Address to the WAN IP address (public IP address) of the computer where
remote management is to be performed. In this example, set it to the WAN IP address of
computer 2, which is 218.88.93.33. If you are uncertain about the IP address of the computer,
set this parameter to 0.0.0.0 (default value). In this case, all computers can log in to the
router web Ul over the internet.

Step 4 Set Port to the port number of the web service, which is generally 8080. You can also select a
port number from the 1024~65535 range but the port number must not be the same as that
of the virtual server.

Step 5 Click Save.

Remote Management b'e

Remote Management: [}

Remote IP Address:| 218 .88.93.33

Port| 8080

Save

-—End

Remote Access

Enter http://102.33.66.88:8080 in the address bar of computer 2 and log in to the router web
Ul to perform remote management.

A Note

The public IP address of the router may change. Therefore, you need to confirm the IP address each time
you want to remotely log in to the router web Ul, which is troublesome. To address this issue, you can
use the DDNS function to bind the public IP address with a fixed domain name, so that you can use the
domain name to log in to the router web Ul. To implement this measure, configure the DDNS function
and then the remote management function of the router.

3.8.9IPTV

This router supports the multicast and STB functions. To configure the functions, choose
Advanced Settings > IPTV. By default, the functions are disabled.

-85-



IPTV X

Multicast:

Set-top Box:

Multicast

This function enables you to access multicast resources over the internet. If you want to watch
live videos, it is recommended that you enable this function.

IPTV X

Multicast: [}

Set-top Box:

Step1 Set Multicast tothe Bl  state.
Step 2 Click Save.

---End

STB

If you connect an STB to the router and subscribe to an IPTV service, enable the STB function.
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IPTV X

Multicast:

set-top Box: [}

Select a zone: No WLAN ID v

Save

Step1 SetSet-top Boxtothe Bl  state.

Step 2 Set Select a zone to the VLAN of your IPTV service. If the service has no VLAN ID, select No
VLAN ID. Otherwise, select Custom and enter the VLAN ID of the service. Shanghai indicates
the IPTV service VLAN in Shanghai.

Step 3 Click Save.

Step4 Connect the STB to the 4/IPTV port of the router. The connected port functions only as an
IPTV port.

---End

You can then watch IPTV programs on a smart TV connected to your router.

A Note

After configuring the router, you may need to configure your STB as well. For details, refer to the user
guide for your STB or TV.

3.8.10 Firewall

The firewall is used to protect the router against some attacks, helping ensure network
security. By default, the firewall of the router is enabled. It is recommended that you retain
the default setting.
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Firewall »

ICMP Flood Attack Defense:

TCP Flood Attack Defense:

UDP Flood Attack Defense:

Ignore PING from WAN port:

Save

3.8.11 Static Routing

Routing is performed to select the best route for delivering data from a source address to a
destination address. A static route is a manually configured route, which is simple, efficient,
and reliable. Appropriate static routes help reduce the number of route selection problems
and reduce route selection load, increasing the packet forwarding speed.

To configure static routes, choose Advanced Settings > Static Routing.

Static Routing b'd
Target Network Subnet Mask Gateway Interface Action
0.0.0.0 0.0.0.0 192.168.0.1 vlan2 System
192.168.0.0 255.255.255.0 0.0.0.0 vlan2 System
192.168.1.0 255.255.255.0 0.0.0.0 br0 System
224000 240.0.0.0 0.0.0.0 br0 System

The following table describes the parameters.
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Parameter Description

Target
Network

It specifies the IP address of a packet destination.

Subnet Mask It specifies the subnet mask of the IP address of a packet destination.

Gateway It specifies the IP address of the next hop of packets transmitted from
the router.

Interface It specifies the WAN port of the router for transmitting packets.

Action It allows you to add a static route.

Application Scenario

See the following figure. You want to access the internet and the LAN server at the same time.
Nevertheless, the default gateway of AC18 is the LAN IP address of router 1 (which is
192.168.1.1), making the LAN server inaccessible. In this case, you can configure a static route
on AC18 to enable your computer to access the LAN server.

Router 1
LAN IP address:
192.168.11
LAN server Router 2
172.16.0.0/16 LAN IP address:

Internet

WAN port

LAN port Router AC18

WAN [P address:

192.168.1.10 192.168.1.150
WAN port LAN port WAN port LAN port

Configuration

LAN IP address of AC18:
192.168.0.1

Step1 Choose Advanced Settings > Static Routing.
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Step 2

Step 3

Step 4

Step 5

Static Routing

Target Network

0.0.00
192.168.0.0
192.168.1.0

224000

Set Target Network to the network segment where the LAN server resides, which is

Subnet Mask

0.0.0.0

255.2565.255.0

255.255.255.0

240.0.0.0

172.16.0.0 in this example.

Gateway

192.168.0.1
0.0.0.0
0.0.0.0

0.0.0.0

Save

Interface

vlan2

vlan2

br0

br0

Action

System
System
System

System

Set Subnet Mask to the subnet mask of the network segment, which is 255.255.0.0 in this

example.

Set Gateway to the LAN IP address of router 2, which is 192.168.1.10 in this example.
Click Add and then Save.

Static Routing
Target Network Subnet Mask Gateway Interface Action
[ 172.16.0.0 255.255.0.0 192.168.1.10 [ Add | ]
0000 0000 192.168.0.1 vlan2 System
192.168.0.0 2552552550 0.0.0.0 vlan2 System
192.168.1.0 255.255.255.0 0.0.0.0 brl System
224000 240000 0.0.0.0 br0 System

Save
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---End

Verification

Verify that the computer can access the internet and LAN server at the same time.

3.8.12 UPnP

This function enables the router to map ports. It can enhance user experience especially
during online gaming and P2P download.

UPnP »

upne: [l

Remote Host  Extemnal Pot Intemmal Host  Inlemnal Port Protocol

anywhere 60164 192.168.0.118 0164 UDeP

3.9 System Settings

You can configure system settings to maintain the router, such as rebooting or upgrading the
router.

Tenda =5 System Settings English ~ | Exit
<& Internet Status

@ Internet Settings

= Wircless Seftings LAN I.F' Settings DHCP Reservatiun V\_JAN Settings Time Settings

@ Guest Network

% Sleeping Mode

Login Password Reboot Firmware Upgrade Backup/Restore
B USB Application R . C e . -
& VPN
<, Advanced Seftings

System Status System Log Auto Maintenance Reset

{33 System Seitings

3.9.1 LAN IP Settings

This function enables you to set the LAN IP address and DHCP service of the router.
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Modifying the LAN IP Address

If you use multiple routers or other network devices (such as switches and APs) at the same
time, IP address conflicts may occur. If the router is involved in an IP address conflict, change
the LAN IP address of the router.

®  Configuration
Step 1 Choose System Settings > LAN IP Settings.
Step 2 Set LAN IP Address to an IP address that is not in use, such as 192.168.5.1.

Step 3 Click Save.

LAN IP Setting %

LAN IP Address: | 192.168.5.1
pHeP server: i
IP Address Range: 192 168 5. 100 ~ 200

Lease Time: 1 day -

DNS Settings

---End

®  \Verification
Verify that you can access the router web Ul at 192.168.5.1 or tendawifi.com.

After the settings take effect, the system displays the login page at the new LAN IP address.
After you log in to the router web Ul, the system displays the updated LAN IP address IP
address range of the router on the LAN IP Settings page. See the following figure. The LAN IP
address is changed to 192.168.5.1 and the IP address range is changed to 192.168.5.100~200.
That is, the router assigns only the IP addresses within this range to devices connected to the
router.
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LAN IP Setting X

[ LAN IP Address: | 192 168.5.1 ]

DHCP server: [l

[ IP Address Range: 192.168.5. | 100 ~ | 200 ]
Lease Time: | 1 day v
DNS Settings:

Setting DNS Server Addresses

This function enables you to set DNS server addresses for devices connected to the router. If

you do not configure DNS settings, the DHCP server of the router assigns the default DNS
server address (LAN IP address of the router) to the devices.

LAN IP Setting X

LAN IP Address: | 192.168.5.1
pHeP server: [
IP Address Range: 192.168.5. 100 ~ | 200

Lease Time: | 1 day v

DN settings: [JJjj
Preferred DNS Server:

Alternate DNS Server:
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Enabling or Disabling the DHCP Service

The default setting is recommended. If you need to change the settings, refer to the
parameter description in the following table.

A Note

e By default, the DHCP server of the router is enabled. It is recommended that you retain the default
settings. If you disable the DHCP server, you need to set IP address information on each device
connected to the router, which will probably cause IP address conflicts.

e |tis recommended that you retain the default DHCP server settings to ensure internet connectivity.

LAN IP Setting X

LAN IP Address: | 192.168.5.1

[ DHCP server: [} ]

IP Address Range: 132.168.5. | 100 ~ | 200

Lease Time: 1 day ¥

DNS Settings:

Save

The following table describes the parameters.

Parameter Description

It specifies the LAN IP address of the router, that is, the login

LAN IP Address address of the router web Ul.

. . (default): It indicates that the server that assigns one IP
address within a specified IP address range to each device
connected to the router.

DHCP Server . : It indicates that no IP address is assighed to the devices
connected to the router (such as laptops and mobile phones).
These devices can access the internet only after IP addresses are
manually set on them. Manual IP address setting is complicated
and may easily cause IP conflicts. Generally, it is recommended
that you enabled the DHCP server.

It specifies the range of IP addresses that can be assigned to devices

IP Address Range
connected to the router.

It specifies the validity period of one IP address assigned to a device

Lease Time
connected to the router.

DNS Settings It specifies the primary and secondary DNS servers of devices
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Parameter Description

connected to the router.

3.9.2 DHCP Reservation

Generally, IP addresses assigned by the router to devices are changeable. Some functions,
such as the DMZ host and virtual server function, require static device IP addresses. In this
case, you can use the DHCP reservation function to bind fixed IP addresses with the devices
involved in the functions.

To configure the DHCP reservation function, choose System Settings > DHCP Reservation. A
list of devices that obtain IP address from the DHCP server appears. Configure the function
using either of the following methods.

DHCP Reservation e

Device Name MAC Address IP Address Status Action

android-dbc8f... [ 18:68:6a:23:38:19 192.168.1.155 =

user-PC B c8:3a:35:dc:e1:85 192.168.1.169 =4

Binding an IP Address with a Device Connected to the Router

®  Configuration

Click corresponding to the device. To unbind the device from the IP address, click
DHCP Reservation 'Y
Device Name MAC Address IF Address Status Action
[anclroicl-ibcﬁf... [ 18:68:6a:23:38:19 192.168.1.155 ]
user-PC [ c8:3a:35:dc:e1:85 192.168.1.169 -

®  \Verification
Verify that the same IP address is assigned to the device when the device reconnects to the

router.

Binding an IP Address with a Device Not Connected to the Router

®  Configuration
Step 1 Set Device Name to the name of the device. You can leave this field blank.

Step 2 Set MAC Address to the MAC address of the device.
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Step 3

Step 4

Set IP Address to an IP address in the same segment as the LAN IP address of the router, such
as any IP address in 192.168.1.3~192.168.1.254. It cannot be the same as the LAN IP address
of the router. (The default LAN IP address of the router is 192.168.0.1.)

Click Add.

DHCP Reservation

Device Name
My phone

user-PC [

DHCP Reservation

Device Name

android-dbc8f... [

MAC Address

c3:3a35:dciet:8t

c8:3a:35:dc:e1:85

MAC Address

18:68:6a:23:38:19

IP Address

192.168.1.23

192.168.1.169

IP Address

192.168.1.155

X
Status Action
d
X
Status Action

&

[ My phone [

c8:3a:35:dc:e1:85

192.168.1.23

---End

®  \Verification

Verify that the same IP address is assigned to the device each time it connects to the router.

To unbind the device from the IP address, click rﬁ corresponding to the device.

3.9.3 WAN Settings

To configure WAN settings, choose System Settings > WAN Settings.

WAN Settings

WAN Speed:

MAC Address:

MTU: 1500

Default

Default MAC Address:C8:3A:35:12:AT-69

1000M auto-negotiation

X
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MTU

MTU specifies the maximum size of packet that the router can transmit. MTU varies across
connection types. The default setting is recommended.

You can try changing the MTU when:

®  You cannot access some websites or encrypted websites (such as online banking or
Paypal websites).

L You cannot access an FTP server or a POP server.

For details, refer to Q10 in FAQ.

WAN Speed
It specifies the throughput of the WAN port. By default, the throughput of the WAN port is set
to 1000M auto-negotiation. Change the setting only when necessary.
WAN Settings %
MTU: | 1500
WAN Speed:| 1000M auto-negotiation T
1000M auto-negotiation
MAC Address: | 1OM FDX
100 HDX
100M FDX
| 100M HDX A7:69
MAC Address

It specifies the MAC address of the router. If the router cannot access the internet after
configuring internet settings, you ISP may have bound your account with the MAC address of
your computer that was used to verify internet connectivity after you subscribed to the
internet service. Therefore, only the computer can access the internet with the account.

In this case, you can try either of the following methods to address the issue.

® Method 1:
Step1 Connect the computer to the router.
Step 2 Login to the router web Ul.
Step 3 Choose System Settings > WAN Settings.
Step4 Set MAC Address to Clone Mac Address.

Step 5 Click Save.
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Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

MAC Address: | Default ¥

Clone MAC Address
Manual

hT-69

---End

® Method 2:

Connect another device (such as a smart phone or tablet) to the router
Log in to the router web Ul.

Choose System Settings > WAN Settings.

Set MAC Address to Manual.

Enter the MAC address of the computer that can access the internet in the format of
XXCXXXXXXXXXX.

Click Save.

MAC Address: | Manual ¥

---End

3.9.4 Time Settings

Configuration
Step 1
Step 2

Step 3

If the system time of the router is incorrect, all the router functions depending on the system
time are affected, including the WiFi schedule, parental control, LED control, sleeping mode,
and automatic system maintenance functions. Upon completion of configuration with the
Qucik Setup Wizard, the router synchronizes its system time with the computer used to
configure the router. You can change the setting manually.

Choose System Settings > Time Settings.
Select your time zone from the Select Time Zone drop-down list box.

Click Save.
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Time Settings X

Select Time Zone: | (GMT+08:00) Beijing, Chongging, Hong Kong, Urumagi, Taipei v

---End

3.9.5 Login Password

To ensure network security, a complex login password is recommended. A login password
consisting of more types of character, such as uppercase letters, lowercase letters, and special
characters, has better security.

Configuration
Step1 Choose System Settings > Login Password.

Step 2 Set Old Password to your original password, New Password to a new password, and Confirm
Password to the new password.

Step 3 Click Save.

Login Password b4

Old Password:
New Password:

Confirm Password:

Save

---End

The original password refers to the 5- to 32-character password set on the Wireless Settings
page of the Quick Setup Wizard.
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Wireless Settings

= Tenda_XXXXXX

12345679 [JNo Password

[_] Set up the login password to the same as the WiFi password

Original password
Login password(5~32 characters) [JNo Password

Verification

Verify that you can log in to the router web Ul only after entering the new password on the
login page.

Tenda

Login password

Forgot password? -

3.9.6 Reboot

If a setting fails to take effect or the router fails to work properly, you can try rebooting the
router. To reboot the router, choose System Settings > Reboot and click Reboot.
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Reboot the Router b

The Router will disconnect from the Internet for
about 45 seconds during reboot.

3.9.7 Firmware Upgrade

Local Upgrade

Step 1

Step 2

The latest firmware version for the router is available at Tenda's official website
(http://www.tendacn.com/). You can download the latest version to upgrade your router.

To upgrade your router, choose System Settings > Firmware Upgrade and perform either of
the following procedures.

Firmware Upgrade X

Current Version: %15.03.3.10_multi

Upgrade Type: @ Local Upgrade Online Upgrade

Select a Upgrade File: | Choose File | No file chosen

A Note

® |tis recommended that you connect your computer to the router using an Ethernet cable for
upgrading the router. If you connect your computer to the router wirelessly, an upgrade may fail and
the router may not work properly.

® Ensure that the power supplies of the router and computer are normal during an upgrade. Otherwise,
the router may not work properly.

e [f you cannot access the router login page at tendawifi.com after an upgrade, clear the cache of the
web browser and try again.

Use an Ethernet cable to connect the router to a computer and ensure that the computer can
access the internet.

Enter http://www.tendacn.com in the address bar of a web browser, download the package
of the latest firmware version for your router to your computer, and decompress the package.
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Step 3 Login to the router web Ul, choose System Settings > Firmware Upgrade, set Upgrade Type
to Local Upgrade, and click Choose File.
A dialog box appears.

Step 4 Select the file for upgrading the router and click Open (O).

Step 5 Click Update Now.

The system displays the upgrade progress. Wait for the upgrade to complete.

Firmware Upgrade *

Current Version: %15.03.3.10_multi
Upgrade Type: @ Local Upgrade Online Upgrade

Select a Upgrade File- | Choose File | No file chosen

---End

Online Upgrade

Step 1 Use an Ethernet cable to connect the router to a computer and ensure that the computer can
access the internet.

Step 2 Login to the router web Ul, choose System Settings > Firmware Upgrade, and set Upgrade
Type to Online Upgrade.

The system detects the latest firmware version.

Step 3 Follow the onscreen instruction to upgrade the router based on the detection result.

Firmware Upgrade *

Current Version: V15.03.3.10_multi
Upgrade Type: O Local Upgrade @ Online Upgrade

The current version is the latest. Do not need upgrade.

---End
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3.9.8 Backup/Restore

This function enables you to back up the current configuration of the router to your computer.
After the configuration is changed, you can use the backup file to restore the configuration of
router. This saves router configuration time.

To back up or restore the configuration of your router, choose System Settings >
Backup/Restore and perform either of the following procedures.

Backup/Restore b4

Backup a File: Backup

Select a Configuration File] €hoose File | Mo file chosen

®  To back up the current configuration, click Backup.

®  To restore a configuration:
Step 1 Click Choose File and select the file of the configuration to the restored.
Step 2 Click Restore.

---End

3.9.9 System Status

This function enables you to learn about the basic system information, WAN port status, LAN
port status, and WiFi status of the router. You can check this information to determine
whether settings have taken effect.
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System Status

Basic Info

System Time:
Running Time:
Firmware Version:

Hardware Version:

WAN Status

Connection Type:
Connection Status:
Connected Time:
IP Address:
Subnet Mask:
Gateway:

Preferred NNS Server

3.9.10 System Log

2016-11-11 13:61:37
10h 48min 1s
W15.03.3.10_muilti

V1.0

DHCP
Connected

10h 47min 43s
192.168.0.193
255.255.255.0
192.168.0.1

192.168.01

This function logs all key events that occur after the router is started. You can export the logs.

To export the logs:

Step1 Choose System Settings > System Log.

Step 2 Click Export.

Step 3 Follow the onscreen instructions to perform operations.
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System Log X

Export

Number Time Type Log
1 2016-11-11 13:37:56 system Sync time success
2 2016-11-11 13:32:44 lan LANT up
3 2016-11-11 13:07:51 system Sync time success
4 2016-11-11 12:37:41 system Sync time success
5 2016-11-11 12:32:06 lan LANT down
6 2016-11-11 12:07:30 system Sync time success
7 2016-11-11 11:37:20 system Sync time success
3 2016-11-11 11:07:09 system Sync time success
9 2016-11-11 10:36:59 system Sync time success
10 2016-11-11 10:06:49 system Sync time success

-—End

3.9.11 Auto Maintenance

To configure the automatic maintenance function, choose System Settings > Auto
Maintenance. By default, this function is enabled. If this function is enabled, the router
reboots during 03:00~05:00 a.m. every day when the traffic is lighter than 3 KB/s, so as to
improve the system stability and router service life.

Auto Maintenance b4

Auto Reboot: .

When this feature is enabled. the router will automatically reboot and
maintain itself during 03:00~05:00 each day, cnce traffic drops below

3 KB/s.

3.9.12 Reset

If you are uncertain about why the internet is inaccessible through the router or forget the
login password of the router, you can reset the router to restore the factory settings.

The router can be reset on the web Ul or using the Reset button.
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A Note

e |tis recommended that you do not reset the router, unless you forget your login password or Tenda
technical support asks you to do so.

e Ensure that the power supply of the router is normal when the router is reset.

® Resetting the router deletes all your customized settings. Therefore, you can access the internet only
after reconfiguring the router.

Resetting the Router on the Web Ul

Step 1 choose System Settings > Reset.

Reset to Factory Default %

Resetting to factory default will clear all settings
of the router

Reset

Step 2 Click Reset.
---End

Resetting the Router Using the Reset Button

Hold down the Reset button of the router for about 8 seconds and release the button when
all the LED indicators blink once.
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| Appendixes

I.1 Connecting a Computer to the WiFi Network of the Router

A computer can connect to the WiFi network of the router only if it has a wireless network
adapter.

1.1.1 Windows 8

Step 1 Right-click “ in the lower-right corner of the desktop.
Step 2 Select the WiFi network of the router from the network list that appears.

Step 3 Follow the onscreen instruction to perform operation.

@ Networks @ Networks

Wi-Fi -I||I Tenda_XXXXXX

© Networks

Tenda_XXXXXX Wi-Fi
Enter the network security key

. Tenda_XXXXXX Connected
Connect automatically Sl aill

Rothman |

-—End

A Note

e |f you cannot find the “ icon, move the cursor to the upper-right corner of the desktop, choose
Settings > Control Panel > Network and Internet > Network and Sharing Center, click Change
adapter settings, right-click WiFi, and choose Disable. Then, right-click WiFi, and choose Enable.

e |f the WiFi network is not detected, check whether the Airplane mode is enabled.

1.1.2 Windows 7

Step 1 Right-click iﬂ in the lower-right corner of the desktop.
Step 2 Select the WiFi network of the router from the network list that appears.

Step 3 Follow the onscreen instruction to perform operation.
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3

Not connected Currently connected to:
:dﬂ Connections are available Tenda_XXXXXX
Internet access
Wireless Network Connection
AT-WiTribe Wireless Network Connection ~
izl — || Tenda XXX Connected ]
- T ¥ Connect to a Metwork =5

Tenda_XXXXXX editroamn “!!
— . Y]
[V Connect sutomatically Type the network security key

uofm-guest ’&ﬂﬂ
JumpshareWiTribe ,.ﬂ‘! =

) Security key:
SMK ol Hide characters Other Network ,ﬁ!!
Open Network and Sharing Center Open Network and Sharing Center

---End

A Note

e |f you cannot find the - icon, choose Start > Control Panel > Network and Internet > Network
and Sharing Center, click Change adapter settings, right-click Wireless Network Connection, and
choose Disable. Then, right-click Wireless Network Connection, and choose Enable.

+
o |f the wireless network is not detected, click * i the upper-right corner to refresh the list of
wireless networks.

1.1.3 Windows XP

-
Step1 Click in the lower-right corner of the desktop.
Step 2 Select the WiFi network from the list that appears.

Step 3 Follow the onscreen instructions to perform operations.

1" Wireless Metwork Connection El

Network Tasks Choose a wireless network
& Refrech nebwork kst Choks an iem in the kst befow bo connect to a wirekess network, in range of to get mone
' 1l
3 Sk up 8 wirslass nebwork Tenda X000
H.I‘mal'mwcrmdd’h:a {{Tﬂ
Unstcured wirebess network il
|
Related Tacks {;i;} ulsecure
J) Learm about wireless ‘¥ Security-enabled wireless network (WPAZ) il

networking
g ‘Change the order of

preferred netwarks

¢ Change advanced
St
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1"l Wireless Network Connection

Choose a wireless network

Metwork Tasks

ﬂ Refresh network lisk Click an ikem in the list belmw bo connect to a wireless network in range or bo get more

infiotrnation,

T-?! Set up a wireless network Tenda_XXX00K Mot connected ﬂi’

for a home or small office

Wireless Network Connection

Related Tasks
The network, ' Tenda_00000 ' requires a nebwork key (also called a WEP ke or WPA kev), &
i) Learn about]  network ke helps prevent unknown intruders From connecting to this nebwork,

networkin
g Twpe the kev, and then click Connect,
¢ Change the
preferred nd  Metwork key: | senee |
@, (e —— Confirm netwark key: | canes |

sektings

L Connect J [ Cancel

Conneck

---End

If the computer is connected to the network, Connected appears.

1.2 Configuring the Computer to Obtain an IP Address
Automatically

Perform the configuration procedure corresponding to Windows 8, Windows 7, or Windows
XP, depending on your OS. A computer installed with a wired network adapter is used as an
example to describe the procedures. The procedures for configuring computers installed with
a wireless network adapter are similar to these procedures.

.2.1 Windows 8

Step 1 Right-click in the lower-right corner of the desktop and choose Open Network and
Sharing Center.

Troubleshoot problems

Open Metwork and Sharing Center

Step 2 Click Ethernet and then Properties.
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£ Network and Sharing Center - O
1 EE <« Networkand Internet » Network and Sharing Center v & Search Control Panel o

Centrel Panel Home nnections

Change adapter settings General

Change advanced sharing e Do nternet access
settings Connection bns:| O Ethernet
IPv4 Connectivity: Mo Internet access

IPv& Connectivity: Mo Internet access
Media State: Enabled
Duration: 00:14:16
Speed: 1.0 Ghps Up a router or access point.

ooting information.

Activity
=
Sent —— %g‘ —— Received
4
Bytes: 2,904 | 18,772
|®Properhes m @Dmab{e || Diagnose |

See also
HomeGroup

Internet Options

Windows Firewall

Step 3 Double-click Internet Protocol Version 4 (TCP/IPv4).

1] X

L

Metwarking

Connect using:
E Intel(R) 82574L Gigabit Network Connection

This connection uses the following items:

Q File and Printer Sharing for Microsoft Netwars ~
[ - Microsoft Network Adapter Multiplexor Protocal

it Microsoft LLDP Protocol Driver

wda Link-Layer Topology Discovery Mapper /0 Driver

i Link-Layer Topology Discovery Responder

-4 Intemet Protocol Version 6 (TCP/IPvE)

PN Intemiet Protocol Version 4 (TCP/IPvd) v
< >
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networl: protocol that provides communication
across diverse interconnected networks.

OK || Cancel

Step 4 Select Obtain an IP address automatically and Obtain DNS server address automatically, and
click OK.
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General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

IP address: |

Subnet mask: |

Default gakeway: |

(®) Obtain DNS server address automatically

() Use the following DNS server addresses:

Preferred DS server: |

alternate DN server: |

Validate settings upaon exit

oK | | Cancel |

Step 5 Click OKin the Ethernet Properties window.

---End

1.2.2 Windows 7

]
Step1 Click in the lower-right corner of the desktop and choose Open Network and Sharing

Center.

Currently connected to:

Unidentified network
Mo Internet access

Open Metwork and Sharning Center

Step 2 Click Local Area Connection and then Properties.
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Step 3

Step 4

[ Local Area Connection Status
Control Panel Home

General

Change adapter setfi

Change advanced sll Cannection

settings IPw4 Connectivity: No Internet access
IPvE Connectivity: Mo Internet access
Media State: Enabled
Duration: 03:40:31
Speed: 1.0 Gbps

Activity
S J

Sent —— k,! ——  Received
W

Bytes: 758,618 | 8,236,630

[ I@'Disab{e ” Diagnaose ]

See also

HomeGroup

Internet Options

@ -

et up connections

- @

Internet

See full map

Ceonnect or disconnect

|Bs type: Mo Internet access

\lections: [ |Local Area Connection

m

or VPN connection; or set up a

‘fFup, or VPN network connection.

\Work computers, or change sharing

1

Double-click Internet Protocol Version 4 (TCP/IPv4).

U Local Area Connection Properties - . E

s

Networking

Connect using:
LF Intel(R) PRC/1000 MT Network Connection

This connection uses the following items:

18 Cliert for Microsoft Networks

Bl 105 Packet Scheduler

Q File and Printer Sharing for Microsoft Networks

i Intemet Protocol Version & (TCP/IPvE)

g Intemet Protocol Version 4 (TCP/IPv4) |

i Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

Install...

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

Uninstall

| [ cancel

Select Obtain an IP address automatically and Obtain DNS server address automatically, and
click OK.
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Internet Protocol Version 4 (TCP/IPv4) Properties m

General | Alternate Configuration |

for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

Preferred DS server

flternate DMS server

Validate settings upon exit

You can get IP settings assigned automatically if your netweark supports
this capability. Otherwise, you need to ask your network administrator

(@) Obtain DNS server address automatically
() Use the following DNS server addresses:

ok J[ concel |

---End

1.2.3 Windows XP

Step 1 Right-click My Network Places on the desktop and choose Properties.

Open
Explore
Search for Computers...

Map Nebwork Drive...
Disconnect Netwaork Drive, ..

Create Shortcut
Defete
Renzme

Properties

ot
Disable
Status
Repair

Bridge Connections

Create Shortcut
Delete
Rename

-rnper eS|

Step 5 Click OKin the Local Area Connection Properties window.

Step 2 Right-click Local Area Connection and choose Properties.
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Step 3 Double-click Internet Protocol (TCP/IP).

-+~ Local Area Connection Properties

Generdl | Advanced|

Cornect using:

Thiz conneciion uses the folowing kems:
¥ 18] Clisnt for Miciosoft Netwerks

<

2 gﬂos Packet Schedulsr
nternet Protocol [TCPAP)

| B Marvell Yukon 88ES057 PCIE Gigabi ’
|

File and Prirter Shaiing for Miciogolt Networks

Description

across diverss nterconnected networks.

Show icon in notification area when connecled

Tranzmezzion Control Protocol/intermet Protocol The defauk
wide aea network protocol that provides communication

Notify me when this connection has imited o no connectivity

[ ok || cancel |

Step 4 Select Obtain an IP address automatically and Obtain DNS server address automatically, and

click OK.

Internet Protocol (1CP/IP) Properties

General | Aternate Corfiguration

the appropnats 1P settings.

) Ottan &n P addiess sutomatically
O Use the folowing IP addiess:

(%) Obtan DNS server addiess sutomalicaly
() Use the folowing DNS sever addresses

1ed DN : |

You can 9=t P sellings assigned automatically if your netwaoek suppoets
this capabidity. Othervise, you reed to ask your netwark admistrator for

| ok

][ Cancel ]

Step 5 Click OK in the Local Area Connection Properties window.

---End

1.3 FAQ

Q1: Where should | place my wireless router for wider WiFi coverage?
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A1l: To enable the router to provide more stable WiFi signals and cover a wider area, position
your router as follows:

®  Place it high up at the center of your apartment and ensure that there are least walls and
ceilings between the router and your wireless devices, such as mobile phones and
laptops.

®  Putit at a place with good ventilation. Unfold its antennas. Do not put it in an enclosure,
such as a wire distribution box.

® Keep it far away from electrical appliances such as microwave ovens and
ceiling-mounted fans.

® Keep it far away from metal surfaces, such as medal doors and aluminum nails.

®  Keep it far away from special materials, such as glass, mirrors, and fish tanks.
Q2: What should I do if | cannot access the router login page at tendawifi.com?
A2: Use the following method to troubleshoot the fault and then try accessing the page again.

®  Ensure that the connection between the router and your computer is correct. If you
connect to the router wirelessly, ensure that the connected WiFi network belongs to the
router.

®  Perform the procedure in Appendix |.2 to enable the computer to obtain an IP address
automatically.

®  (Clear the cache of your web browser. (Internet Explorer is used as an example to describe
the procedure.)
Choose Tools > Internet Options, click Delete, select Temporary Internet files and
Cookies, and click Delete.

® If the web browser displays a dial-up connection or proxy server dialog box, perform the
following procedure. (Internet Explorer is used as an example to describe the procedure.)

- Procedure for disabling dial-up connection: Start the Internet Explorer, choose Tools >
Internet Options, click Connections, select Never dial a connection, and click OK.

- Procedure for disabling the proxy: Start the Internet Explorer, choose Tools > Internet
Options, click Connections, click LAN Settings, deselect all the three options, and click
OK.

®  Use another web browser or computer to try again.

® |f the Internet Explorer displays a message indicating that it is working in offline mode,
choose Tools and deselect Work Offline.

® Reset the router. Power on the router, hold down the Reset button for about 8 seconds
until all the LED indicators blink once, and release it.

Q3: Why cannot some mobile phones detect the 5 GHz WiFi network?

A3: Currently, only a few devices support 5 GHz WiFi networks. Only the wireless devices
compatible with 5 GHz WiFi networks can detect the name of the networks and connect to
the networks.

Q4: What is the difference between 2.4 GHz WiFi signals and 5 GHz WiFi signals?

A4: 2.4 GHz WiFi signals are transmitted at the 2.4 GHz frequency, which is also used by many
other electrical appliances. 5 GHz WiFi signals are transmitted at the 5 GHz frequency, which is
rarely used by other electrical appliances currently. Comparatively, 2.4 GHz WiFi signals
feature high penetration and anti-attenuation performance but low anti-interference
performance in indoor environments. 5 GHz WiFi signals feature low penetration and
anti-attenuation performance but high anti-interference performance in indoor environments,
enabling you to fully leverage your bandwidth for higher internet throughput.

Q5: Which connection type should | choose?

-115-



A5: Choose a connection type based on the description in the following table or based on the
connection type detection result provided by the router. You can also consult your ISP on your
connection type.

Connection Internet Connection
Type Means

Description

W
PPPOE Telephone You need to double-click == and enter a user

line/Ethernet cable  3me and password to set up a dial-up connection.

Cable TV . .
. You can access the internet after connecting to an
DHCP connection/Ethernet .
upstream router or a cable TV service.
cable
. You are assigned a static IP address, a subnet mask,
Static IP Ethernet g

Address cable/Optical fiber

a default gateway address, and DNS server
addresses for accessing the internet.

Q6: What should I do if | cannot access the internet after configuring internet settings?

A6: Try the following methods:

Verify that the router is connected properly. If you use a mobile phone to access the
internet through the router, verify that your mobile phone is connected to the WiFi
network properly.

Perform the procedure in Appendix |.2 to enable the computer to obtain an IP address
automatically.

Use an Ethernet cable to connect your computer to the router, log in to the router web
Ul, change the WiFi name and password of the router, and reconnect to the WiFi
network.

Clone the MAC address of your computer to your router. Verify that the settings
configured on the Internet Settings page are correct and that the connection status is
Connected.

Ask your ISP for help.

Q7: How can | prevent others from accessing my WiFi network?

A7: Try the following methods:

Encrypt your WiFi signals. To encrypt WiFi signals, choose Wireless Settings, click WiFi
Name & Password, set a password, and click Save.

Choose Internet Status, click Attached Devices, and add the unknown devices to the
blacklist.

Q8: What should I do if an IP address conflict message appears after a computer connected
to the router starts?

A8: Try the following methods:

Verify that there is no other DHCP server on your LAN or the other DHCP server is
disabled.

Verify that the IP address of the computer is not used by another device on your LAN.
The default IP address of the router is 192.168.0.1.

Verify that the static IP addresses assigned to computers on your LAN are not used by
other devices.

Q9: What should I do if | forget the login password of the router?
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A9: You can reset the router and set the login password again. To reset the router, power on
the router, hold down the Reset button for about 8 seconds until all the LED indicators blink
once, and release it.

Q10: What should | do if the email function does not work properly and some websites are
inaccessible?

A10: This problem is mainly encountered by users who access the internet using dial-up
connections or dynamic IP addresses. You can adjust the MTU value of the router to address
the problem. For details, refer to MTU.

If you cannot access some websites or encrypted websites (such as online banking and Paypal
websites), cannot send or receive emails, or cannot access FTP or POP servers, try reducing
the value of MTU gradually from 1500 until the problem is resolved. (The recommended range
is 1400~1500.)

MTU Usage

1500 It is commonly used for ADSL and non-VPN dial-up connections.

1492 It is used for ADSL dial-up connections.

1472 It is the maximum value for the ping command. (A packet with a larger
size is splitted.)

1468 It is used for DHCP connections.

1436 It is used for VPN or PPTP connections.

1.4 Technical Support

If you still have some problems, please contact our technical support hotline.

Region Hotline

Global Hotline (86) 755-27657180
United States 1-800-570-5892
Australia 1300787922

New Zealand 800787922

Hong Kong 00852-81931998
Canada Hotline 1-888-998-8966

You can also contact our technical support by other means.

Means Details

Skype Tendasz

Website http:// www.tendacn.com
Email support@tenda.com.cn
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1.5 Safety and Emission Statement

C€

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.
Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. (2) To avoid unnecessary radiation interference,
it is recommended you use a shielded RJ45 cable.

Declaration of Conformity

Hereby, SHENZHEN TENDA TECHNOLOGY CO. LTD. declares that the radio equipment type
AC18 is in compliance with Directive 2014/53/EU.

The full text of the EU declaration of conformity is available at the following internet address:
http://www.tendacn.com/en/service/page/ce.html

Operate Frequency:

2.4G: EU/2400-2483.5MHz (CH1-CH13)
5G: EU/5150-5250MHz (CH36-CH48)
EIRP Power (Max.):

2.4GHz: 19.67dBm

5GHz: 22.21dBm
Software Version: V15.03.3.10

Caution:

Adapter Model: BNO41-A30012E

Manufacture: SHENZHEN HEWEISHUN NETWORK TECHNOLOGY CO., LTD.
Input: 100-240V~50/60Hz 0.9A

Output: 12V 2.5A

== == == .DC Voltage
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This product bears the selective sorting symbol for Waste electrical and electronic equipment (WEEE).
This means that this product must be handled pursuant to European directive 2012/19/EU in order to
be recycled or dismantled to minimize its impact on the environment.

User has the choice to give his product to a competent recycling organization or to the retailer when
he buys new electrical or electronic equipment.

FCC Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by
one of the following measures:

®  Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

®  Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible
for compliance could void the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

The manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment.

Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. (2) To avoid unnecessary radiation interference,
we recommend that you use a shielded RJ45 cable.

-119-



il



	Chapter 1  Get to Know Your Router
	1.1  Overview
	1.2  Specifications
	1.3  Packing List
	1.4  Appearance
	1.4.1  LED Indicators
	1.4.2  Button& Ports
	1.4.3  Label on the Bottom
	1.4.4  Label on the Top


	Chapter 2  Quick Setup to Access the Internet
	2.1  Connecting to Your Router
	2.1.1  Connecting to Your Router Through WiFi
	2.1.2  Connecting to Your Router Using an Ethernet Cable

	2.2  Setting Up an Internet Connection
	2.2.1  Setting Up an Internet Connection with PPPoE
	2.2.2  Setting Up an Internet Connection with DHCP
	2.2.3  Setting Up an Internet Connection with a Static IP Address


	Chapter 3  Functions
	3.1  Internet Status
	3.1.1  Current Internet Connection Status
	3.1.2  WiFi Settings and Information
	3.1.3  Online Device and Blacklist
	3.1.4  System Status

	3.2  Internet Settings
	3.2.1  Setting Up an Internet Connection with PPPoE
	3.2.2  Setting Up an Internet Connection with DHCP
	3.2.3  Setting Up an Internet Connection with a Static IP Address

	3.3  Wireless Settings
	3.3.1  WiFi Name & Password
	3.3.2  WiFi Schedule
	3.3.3  Wireless Repeating
	3.3.4  Channel & Bandwidth
	3.3.5  Transmit Power
	3.3.6  WPS
	3.3.7  Beamforming

	3.4  Guest Network
	3.5  Sleeping Mode
	3.6  USB Application
	3.6.1  Sharing Files
	3.6.2  Sharing Multimedia Resources Using DLNA
	3.6.3  Printer Service

	3.7  VPN
	3.7.1  PPTP Server
	3.7.2  PPTP/L2TP Client

	3.8  Advanced Settings
	3.8.1  Parental Control
	3.8.2  Bandwidth Control
	3.8.3  Tenda App
	3.8.4  LED Control
	3.8.5  DDNS
	3.8.6  Virtual Server
	3.8.7  DMZ
	3.8.8  Remote Management
	3.8.9  IPTV
	3.8.10  Firewall
	3.8.11  Static Routing
	3.8.12  UPnP

	3.9  System Settings
	3.9.1  LAN IP Settings
	3.9.2  DHCP Reservation
	3.9.3  WAN Settings
	3.9.4  Time Settings
	3.9.5  Login Password
	3.9.6  Reboot
	3.9.7  Firmware Upgrade
	3.9.8  Backup/Restore
	3.9.9  System Status
	3.9.10  System Log
	3.9.11  Auto Maintenance
	3.9.12  Reset


	I  Appendixes
	I.1  Connecting a Computer to the WiFi Network of the Router
	I.1.1  Windows 8
	I.1.2  Windows 7
	I.1.3  Windows XP

	I.2  Configuring the Computer to Obtain an IP Address Automatically
	I.2.1  Windows 8
	I.2.2  Windows 7
	I.2.3  Windows XP

	I.3  FAQ
	I.4  Technical Support
	I.5  Safety and Emission Statement


